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>> Judy Sparrow: 

Welcome, everybody, to the 12th meeting of the Consumer Empowerment Workgroup. Just as a reminder, this meeting is designed to meet the requirements of the Federal Advisory Committee Act, which means it will be conducted in a public forum. A notice has been published in the Federal Register, and we are recording and transcribing the minutes of this meeting which will appear on our Web site.  
Just reminders to speakers to be sure and speak clearly and identify yourselves before you speak for the recorders. At the end of the meeting we will have an opportunity for the public to make any comments if they wish to do so. 
Matt, why don't you just remind everybody of anything I've forgotten, introduce those on the phone and then I'll have the people sitting here at the table introduce themselves and Nancy Davenport can start the meeting after that. 

>> Matt McCoy: 

Thanks, the only other bit of advice for Workgroup members calling in, in addition to announcing yourself before you speak, is please keep your phone muted when you're not speaking so we don't get a lot of noise in the conference call.  Calling in for the meeting today we have Davette Murray from the Department of Defense, Lorraine Doo from CMS, Kat Mahan from SureScripts, David Lansky from the Markle Foundation, and Steve Shihadeh from Microsoft, and Kim Nazi from Veterans Affairs, and Ross Martin from Pfizer, and Susan McAndrew from the Office of Civil Rights. 
Any other Workgroup members that I missed? 
>> Judy Sparrow: 

Let's go around the table and introduce ourselves. 
>> Nancy Davenport-Ennis: 

Nancy Davenport‑Ennis. 
>> Rob Tennant: 

Rob Tennant, Medical Group Association. 
>> Jason Bonander: 

Jason Bonander.
>> Rochelle Carpenter: 

Rochelle Carpenter from the Mills Breast Cancer Institute.
>> Judy Sparrow: 

With that, I'll turn it over to Nancy. 
>> Nancy Davenport-Ennis: 

I would like to thank you for your commitment of time and insight and joining the Consumer Empowerment Workgroup.  I would like to review with you fundamentally what we view as the purpose of this meeting and then go through a few of the decision making processes for workgroups and subgroups that are defined for us to use this afternoon. 

I think as we look at this set of recommendations and the priorities that have been assigned to a number of the items that we have ranked today, our job this afternoon is to discuss each of these items that have been ranked around a battery of three fundamental questions and to try to give concrete answers where we can for each of the items on the ranking sheet. 
The first global area that we're trying to reach consensus and agreement on for each of these recommendations is the "how" question, what mechanisms are needed to implement the recommendations such as regulations, legislation, certification, model contract language, research projects, pilots and demonstrations. 
And we feel that the people that are represented on this call certainly have the experience and the insight to give wonderful direction in each of these areas. 
Second group of questions we'll look at will be around which key stakeholder groups should implement the recommendation; we are hopeful that we can look across the landscape of America and be sure to integrate and include as many groups as possible in the implementation recommendation. And the third area of questions will be “when.”  What are specific deadlines for implementing the recommendation? I'd like to share -- it's fine this afternoon as we're making timeline recommendations that we identify that something could happen in early 2007, late 2007, may need to be deferred to 2008 for a later action item. Are there any questions about the fundamental questions that we're going to be discussing around each of those items that have been ranked?
If not, I'd like to review the rules that we have to abide by this afternoon as we're trying to make decisions as a subgroup of AHIC. Workgroups strive for an open process and they want extensive data and lessons learned from those group members and the public. Through the knowledge they have proposals to propose to the American Health Information Community to consider as recommendations to the HSS. The process for the proposals put forward is decision making through consensus. The definition of consensus used here is an opinion, tradition or decision reached by and accepted by a group as a whole general agreement or Concord harmony. It consist of three primary areas for deliberation from the members, considering all points of view, resolving differences of opinion through discussion, identifying areas of agreement and disagreement to push the discussion deeper and sharing information, concerns and opinions until the consensus of the group is clear. Number 2, overall agreement. The Co‑chairs will lead in this area where we will try to go back and summarize the sense of the discussion articulating the specific decisions asking whether there are other concerns and if necessary returning to deliberations if we feel that we're not at consensus. 
The third area will be consensus of decision where the Co‑chairs will try to articulate for you the decision that's been made and gain from you agreement to accept the decision as the decision of the group. Members who strongly disagree with the decision are not required to embrace it. Instead, they can formulate a dissenting opinion agreeable to all those dissenting which would be presented along with the decision reached through the consensus process. Are there any questions about the process that we'll use this afternoon to achieve a consensus or what we do if we have strong disagreement?
If not I'd like to gain agreement from those on the call to accept the summary of the Workgroup meeting as it was presented for us. It was distributed to all of us a couple of weeks ago for review and comment, fundamentally it addresses the initial results from the review of the personal health record service provider market that was presented by Stanley Chin of Altarum Institute but it includes a infrastructure the PHRI conference presented by William Crawford as the centers for Medicare and Medicaid and Kenneth Mandl of the Harvard Medical School. And #3 was consumer research (inaudible). There was Workgroup discussion in the next meeting from AHIC and acknowledgment that December the 12th and 23rd are the next opportunities to advance recommendations to the AHIC. The consensus was that we were to review the issues in more detail before developing recommendations and actually reported out in the summary was the fact that we would be busy going through the ranking exercise that we have now completed, that we will discuss in full this afternoon. 
Are there any questions or amendments to the summary of the meeting as presented? Then if not, I would ask each of us indicate that we do accept these as presented simply by saying aye. And those opposed? (No response.)

We'll move then that these are accepted as presented. I think now we'll go to a discussion of the work that all of you have been so involved with, and I think there are very special things that need to move forward, I thank Dave and his group for that work that has been done in this area. And Ross from Pfizer, we thank you for your returned completed evaluations. 

We are hopeful that each of you have your summary of the ranking results for the AHIC recommendation ideas. And you will see that within this summary, if you look at the top, you will see received multiple votes top tier. 
So if we go to page 1 of the summary, what I would like to do is to review with you each of the four items that are contained herein. We will go back and try to answer the “how,” the “who,” and the “when” questions relative to each of these areas and then we will move forward to the second tier. I'd like to say that as we move forward through second-tier and third-tier recommendations, that if you feel indeed there's an item that you want to bring forward for discussion that you may want to recommend be moved to a Tier 1, the floor is open for you to have that discussion with us this afternoon and for this group indeed to have discussion and make that recommendation and move it forward. 
For those who may be looking at the Webcast this afternoon, there are slides that are going to be presented as part of that Webcast and these slides will also reflect  the same materials that we in the Working Group are reviewing. 
So beginning with the Tier 1, multiple votes received, action items, let us look first at the fact that the #1 item in this category was protecting consumer privacy and security and encouraging adoption. 
And there were comments made about policies about secondary use of data and disclosure to the consumer. You have to require a consumer authorization of each use of data from a PHR or EHR. We need to have the development of guidelines for authorization of data released to third‑parties and for secondary uses. That needs to be a standardized authorization form. 
So I think with this being reviewed, let's move first to the "how" question, what mechanisms are needed to implement this recommendation, such as any regulations, legislations, certification, et cetera, that may need to be addressed. So the floor is open now for comments of how we do this, who is going to do it and when are we going to try to get it done.

>> David Lansky: 

I noticed most of the votes put this in third place and I don't know why that is. We might talk about it. But I think the concern is that there is no mechanism for enforcement of this short of a HIPAA‑related intervention or voluntary agreement by sponsors of PHRs. Because HIPAA provides for EHR, these kinds of constraints don't apply for many uses of EHR data. It opens up a very complex set of questions about how. We could obviously advocate that AHIC undertake a reexamination of the TPO exemptions in HIPAA. Or we could argue that there should be similar regulations applied to PHRs. That would be a very ambitious commitment.

I would say if we decide to go down that path it's probably our one and only recommendation that will take ample time by everybody to fulfill.

>> Nancy Davenport-Ennis: 

David, I think that's a wise observation and certainly consistent. I had occasion to have a conversation with the Co‑chair of the Privacy and Security Working Group and was talking about them with this matter and they said their work in this area is to look at HIPAA as it currently exists and to define where are the loopholes, what would not be protected through the existing statute of HIPAA. And to then, #2, move to a second generation of work, which would be to define what Federal laws may already exist that could address some of the loopholes that are in HIPAA. And #2, are there any State statutes that indeed would fill additional loopholes that are existing in HIPAA? And after that work is done, then perhaps there would be a report of what existing loopholes may still be present in HIPAA.

So it seems to me there may be an ideal opportunity for the Consumer Empowerment Working Group to really work collaboratively with the Privacy and Security Working Group so that we can benefit from the research they're already doing and then maybe together both of those groups could try to address the regulatory and legislative reform that may be needed for any remaining existing loopholes, if that sounds like an idea that the Working Group feels comfortable with or agrees with.

David, what are your thoughts? 

>> David Lansky: 

I do feel like this is a high priority for action. If we can work collaboratively with the other workgroup and with the Community itself to advance a strategy on this set of issues, we would have done a great service. 
>> Nancy Davenport-Ennis: 

I know also that ‑‑ I don't know whether this is too cumbersome, but I think I want to put it out in front of the Workgroup at least for a discussion point. Many States have appointed health information technology committees. And they're working very directly with the Governors, and they're looking for solutions at the State levels around health information technology. It may be a prudent step for us to recommend that we survey the States that have the HIT committees already appointed, already working. I know in the case of Virginia, they already have a Privacy and Security Working Group. And maybe we can benefit from the research they're doing to know if there are statutes in which States that do indeed address some of the privacy and security issues for consumers. So, again, we can capitalize on work that is already in process. 
>> Lorraine Doo: 

Isn't there already an ONC or HHS contract to look at the State privacy and security regulations to see how, one how they comport with HIPAA or how they're protecting information today? Or did I -- am I mistaken? 

>> Justine Handelman: 

I was going to say the same thing I thought there was a contract with RTI and maybe Nancy that's what you were talking about. And I was going to ask, when is that going to have some work and report back? Can they report to the full AHIC, or can they report to us where they're at and what they see as enablers and barriers that would be a good guiding point? 

>> Nancy Davenport-Ennis: 

That would be outstanding if they could come and report directly to us. 

>> Justine Handelman: 

Maybe if it's not going to be done for some time they could give us a status report. Because I don't think we need to resurvey at this point but if we could build upon the work they're doing. 

>> Nancy Davenport-Ennis: 

Are they surveying the State?
>> Justine Handelman: 

I believe what they're doing, I don't know if there's anyone that knows more than I, they're entering into agreements with 34 or 33 States, a high number of States to really affect what are the State privacy laws, where do they conflict with HIPAA and how can they be impediments to sharing health information, you know, across State lines in this new electronic environment and without it because of these laws. And I don't know if they were going to come up with any recommendations but I think just the assessment of where the impediments and barriers are. 

>> Nancy Davenport-Ennis: 

It would be very useful. Thank you very much. 

>> Susan McAndrew: 

I think in addition to an assessment, they were going to be looking at possible solutions to achieve interoperability. And this was to address not only differences in State law but also variations in actual business practices in the State. And I think ‑‑ 

>> Nancy Davenport-Ennis: 

That would be wonderful if they could actually present out to Consumer Empowerment Workgroup while they're still doing some of their work. Our Workgroup members may indeed have constructive suggestions. 

>> 

I think there's some deliverable in January. 
>> Nancy Davenport-Ennis: 

So we can check on that deliverable in January and get information back to the Working Group, perhaps. 

>> 

I'm sorry, what was the question? 
>> Nancy Davenport-Ennis: 

We are currently discussing what the RTI contract is doing in relation to the 44 States and their assessment and the comment was just being made that they think there's a deliverable being reported out in January. 

>> Jodi Daniel: 
I'll tell you what I know about the timing of all this. I don't have the list with me as far as the dates. What just happened was they just had regional meetings in 10 different regions of the country with all the 34 States and Territories that are participating as well as invited the folks that were not participating States, if they wanted to participate in the meetings as well. 
The States all were required to come up with interim assessments of the variations and business practices and the underlying basis for those practices, if it's State law basis or other bases for those practices. Those have been submitted to RTI and RTI is reviewing those. They're only an interim assessment at this point. They are then I think working on their interim solutions which the States are all working on now. I don't have the exact dates of when those are going to be reported out, reported back to RTI. I believe only the final variations and solutions will be made available publicly these are just the interim report at this point to see how things are going and to help the States to identify where they might have had some difficulty in getting some of those practices and variations. 
So I have to get back to you on the dates on that. There's been some discussion about the dates for all of those reports. There will be in March; I think it's March 4 or 5; let me just check. There will be a national meeting. It will be in the DC area. I think it's actually in Bethesda, but I don't have the specific details about it yet. There will be a national meeting in March that will be open to the public and that will be sort of a summary of everything that's come in discussions from all the State work, and it will include all of the State participants. There should be some discussion about some trends that they're seeing and that sort of thing. They won't have the final report yet until later in the spring. But that is going to be an open meeting. So you can look for that. And I'm just trying to get the date here. 
>> Nancy Davenport-Ennis: 

Jodi, one of the comments that had been made before you arrived was perhaps the Consumer Empowerment Working Group could invite RTI to come in and talk to the Consumer Empowerment Workgroup about where they are in their work, because we were just going through the first recommendation here under their Tier 1 issues, and that's how this discussion came up. 

>> Jodi Daniel: 

It's scheduled for March 5, as far as the date, if you want to block it off on our calendar. I'd be happy to talk with them ask them if they'd be willing to come to one of the workgroup meetings and give an update on where things stand. 

>> Nancy Davenport-Ennis: 

That would be helpful.

>> David Lansky: 

Could I ask if your impression from the regional meetings they will be addressing PHR‑related content and privacy issues or they'll be essentially addressing EHR and RHIO-related issues?
>> Jodi Daniel: 

I don't think the focus is on PHR‑related issues, primarily because there aren't that many; there's not much experience with PHRs at this point, and they're supposed to be looking at existing practices and policies. So there isn't a focus on PHRs. That being said, something may come up in that regard. But it's definitely not the focus of the State work. 

>> David Lansky: 

Could I make one other comment? 
>> Nancy Davenport-Ennis: 

Absolutely.

>> David Lansky: 

Recently -- announced yesterday, I think -- the State e‑health task forces under the auspices of the National Governors Association -- they'll be meeting in February also to take up these questions. But my impression from both the States’ NGA group and the RTI contract in the 34 subcontracts, there will not be at least a very in-depth discussion of how PHR content and use could be addressed or needs to be addressed in this context of both State law and business practices that Jodi described. And it may be our distinctive contribution to this would be to do additional work or focus more specifically on PHR issues that probably, except for liaison with these specific issues, not necessarily getting some of our issues addressed really through those other activities.
>> Jodi Daniel: 

The one thing I would say is, the State alliance will have a task force on privacy and security, and basically what we expect is that we're hearing from the regional meetings and from the States that are participating that while they're working within their State, there are a lot of States that are having the same issues and they want to have more cross-State discussion and trying to resolve the issues cross-State so that when there are States in a particular region and patients are going back and forth, they can look at common solutions. 
So the State alliance re the task force that focuses on privacy and security will take some of the issues coming out of the State work where they say, “Hey, this one really requires some coordination nationwide among the States.” So it will be sort of pulling issues from the experience we have through the HSPC project. The other thing I would say is that I think this group or the AHIC specifically does have an opportunity to raise issues that the State alliance could address. So if in fact there is something that folks believe is an important State-level issue, something that for instance this group doesn't feel like the AHIC can take on because it really is about State law, State policies and practices, there could be a recommendation from this group that that task force of the State alliance FreeHealth takes on a particular issues and we can try to facilitate that and present it to the State alliance. So I think there's an opportunity for some cross‑fertilization here and for asking them to work on certain issues that folks think are priorities. 
>> Kelly Cronin: 

I would add on I think it would be helpful for us that as we better define what we think the recommendation should be for each of these areas to think through what the mechanisms would be at a Federal level. So where are our existing authorities that we could leverage, what are the State-level authorities that we should be concerned about, whether it's legislation, existing statutory authority, regulation or practices. And then what could we make happen through private-sector action. So whether it's through private-sector self‑policing or just general collaboration among industries or other actors in the health care system. So I think that might be sort of a different way of categorizing potential places for us to act on. 
>> Nancy Davenport-Ennis: 

Good observation. One of the things, Kelly and Jodi, we did do was review with everyone that as we discuss each we are trying to answer the “how,” the “when” and now we'll add the “what.” So we'll address that question. Any more comments from the group around the how question from Item #1.

>> Rob Tennant: 

I have a concern, because a lot of the relationship between consumer, the PHR third‑party administrator, and the employer are not covered under HIPAA. My feeling: we should be looking at one of two things or both, essentially operating rules that we could help define and encourage noncovered entities to follow and the second is certification. I know it's on the list somewhere but we need to be thinking about can we force the vendors to adopt the operating rules of the certification? That will get around us having to go back to Congress or go through the regulatory arena to try to get advances in HIPAA. Because I don't see that happening. 
>> Kelly Cronin: 

One thing, if I can comment: I know Janet is here and is closer to the program, but with AHIC working on the data elements and how you transfer that information, I think some of that project has dealt with some of these issues, and we're soon going to be releasing that. I have a meeting with Rod Kolodner and the director, we'll be happy to brief that. I don't know if you want to comment on the things that Rob said in terms of HIPAA because from the operating rules we can help or provide information that's helpful that (inaudible)

>> 
We don't have the issue of HIPAA, because the PHRs offered by health plans are covered by HIPAA. We did provide a lot of operating rules regarding privacy and security in general. One regarding consent before the information is transferred between health plans. Others situated to enrollment first before transfer of information other things related to super sensitive information as to whether because of State law should certain super sensitive information like mental health, et cetera, be excluded from a PHR. We reviewed a lot of these issues and we'll be happy to share with you some of that work and it's a lot of the same issues that will be faced more broadly with PHR deployment. 

>> 
Just to add to that, it makes sense for us to review that first before we start to go on, because they may have done most of our work for us if we're so lucky.
>> Jodi Daniel: 

I do think the issue of secondary uses, I think trying to scope that would be helpful because clearly for covered entities HIPAA does provide guidelines on when information can be shared for these secondary uses. Of course, then there's the issue once they get it what do you do with it. And one of those suggestions about focusing on the noncovered entities or PHR that's not covered, that's a real hole. And I think that probably we can make, you know, that we'd be operating whether it's a vacuum at this point and that that might be a really good place to go rather than trying to revisit issues which may or may not get some traction or may not be able to be addressed given the existing regulatory and statutory structure. 
>> Nancy Davenport-Ennis: 

Great discussion. Any other points that we want to address with the “how?” If not, let's move to the “whom”, as we look at this recommendation. Any answers to which key stakeholder groups we should look to for the implementation of this recommendation? 
I think we want to back to what the State and public sectors. 
>> 
I'm not entirely clear of the scope of what we're talking about right now. Are we trying to make a recommendation regarding secondary uses and disclosure? 

>> Nancy Davenport-Ennis: 

I think we're looking at the entire recommended action. So policies about secondary issues of data and development of guidelines for authorization of data released to third‑parties. 

And we've had a number of recommendations made here about looking at the work of other entities and that may be the answer to the question of who at this point. Let's look at the work they've already done and then see if we can move forward from there. 
>> Jodi Daniel: 
One suggestion I would have, and the person who is the ONC Director who works on the Confidentiality Care Workgroup is that this group did some work on identifying policies for secondary uses, health plans or others have identified and does some of the background work. If there's after that background work is done some sense we really need to, these do vary and we do need to come up with some more consistent policies, it may also be a first a “who” opportunity to share with the CPS Workgroup and see how they can work with the CPS Workgroup to address those issues.

>> 
That's something we wanted to organize internally, recognizing it's not just coming off in two workgroups, it's actually coming off in four. And we need an internal plan on how we're going to tackle it, because it's a very important issue. Particularly since in our next round of use cases we are going to have one that's focused on population health and secondary use of clinical data. So we can't move forward with the standards and the infrastructure development without a policy framework.

And Amy and others have done baseline work in this area that we can build off and obviously look at others that we just talked about but we need a plan to address this quickly because we can't let it sit any longer, and we've been trying internally for the last month to really discuss this.

So I tried in some ways to come up with a specific recommendation right here and now because of the complexity. And given how many other people are interested in doing work in this area.

>> Nancy Davenport-Ennis: 

Maybe the best thing we can do for you as a working group is look at what other resources have done work in this area, define that to you and see if we can't build upon the work that's already been done. And I think, Rob, your point about the word "required" may indeed find other solutions as we do examine the other work that's being done. So I guess I would ask the Working Group at this point, if we do feel that we have consensus around the recommendation that we do go to other current existing entities that are doing work in this area and try to define what they are doing, try to look into America and see what standards already exist around secondary use of data and how well that is working and bring that back to the Working Group and share it, so that information may indeed be beneficial to four other entities dealing with the same issue.

So with that recommendation on the floor, we have discussion and pane move for consensus?

>> Kim Nazi: 
This is Kim Nazi. When you made reference to CPS, was that a reference to the Privacy and Security Workgroup? 

>> 
Correct. It stands for Confidential Privacy Security Workgroup.
>> Kim Nazi: 
Thank you, because I think one experience that I see over the past month is that because these things are foundational to empowerment, for example, they arrive in our radar screen, and yet to always be conscious of the placement and cross‑collaboration across the different workgroups.

>> Kelly Cronin: 
We're fully aware of that.

>> Rob Tennant: 
It strikes me that it's wonderful to get the perspective from AHIC and the Blues, but I think it's important to go back perhaps to the groups that testified at the field hearing, Dell and IBM and Pepsi and those folks, to get what a noncovered entity policies are. As well, we might want to do some outreach to groups like Cleveland Clinic and Brown and, in San Francisco, a medical group that adopted a PHR and find out if they have existing policies and sort of pull them all together to give us a little broader viewpoint on it.

>> 
Do people feel this should be part of our work plan for the next several months so that we do more work in this area to get a better handle of what's out there?

>> David Lansky: 
Can I comment, Kelly? Essentially, there are two things in parallel we should be doing. One is figuring out what are the top objectives for the consumer empowerment use case, and if we think this is one of them, and I think a desirable outcome would be that sometime next year the AHIC itself is able to promulgate a regulation or best practice or operating rules that pertain to these issues and even if they don't have any binding force, I think de facto, having a public document and a public statement addressing these questions would be very influential to the whole field and probably extremely influential to Federal procurement and other federally directed Federal activities.

To me if we can articulate at one level a goal that the community speak clearly on this subject in the next year, and we help the other workgroups and so on to amass the required knowledge and policy findings to do that, that would be a very strong recommendation to the community, as our perhaps top priority, we'll see. But secondly, whatever our list of priorities we think are worth attention next year, to your question, Kelly, seems like if we say this is a top priority it should also become a high priority for our workplan. It seems to me at that level, besides what Rob suggested, which I agreed with, we should also talk to some of the broadly speaking data meaning organizations which might include search engines like Google. Might include retailers like Wal-Mart or Walgreens. Might include data brokers like Chase Point who are the people we're worrying about in developing this objective and find out what is their business model, what kinds of secondary uses are they planning on using this data for. 
Because I think in this third branch would be public opinion. We're finishing a survey California HealthCare Foundation and others have done surveys on consumer concerns in this category about secondary use. I think if we could help amass the database so to speak of risks, concerns, abuses of positive uses, favorable uses, secondary uses of data, not just those of concern, so that the policy development process would have a sort of balance sheet of the desirable aspect of secondary use and the concerns about secondary use and what mechanisms are available to shape or control secondary use in a broad and balanced way. I think that would be very informative to policy development. And I think that would be an appropriate objective or task for our Workgroup to take on is amassing that body of knowledge around this concern.

>> Nancy Davenport-Ennis: 

David, I think you have made a recommendation that's clearly spot on all the heads in this room are nodding I need to say. And I think that as part of that survey I would likewise recommend that we need to survey consumers around their understanding of how secondary data is used within the scientific and research community as we are seeking solutions for diseases that have no solution today. Because I think that it's fine for us to survey consumers to get one perspective of how they feel around secondary use of data. But if they don't have a clear understanding that a lot of the secondary use of that data is driving the search engine of research around disease control and eradication, they may not be giving us answers that are really going to serve us well as a nation long term.

So I think we need to find out what their level of understanding is around that subject as part of that survey tool.

>> David Lansky: 
I agree completely. That's great, Nancy.
>> Nancy Davenport-Ennis: 

Any other comments and Kelly going back to your observation and David also to yours, the floor is open for recommendations. If we want to really define what the top priorities are for us, we certainly have the top tier that have been identified from this ranking that we can continue to go through each one of these. But I think we need to look at each of the categories and then from that try to come back with some major conclusions of what is the top priority, because we may say well this is what the group ranked but at the end of the day the Consumer Empowerment Working Group needs to focus on the following and make those recommendations.

So with the agreement of this committee, what I would like to do is to quickly move through just the verbal review of each of these categories and then solicit from the group those that you want to go back to for more discussion. If we look at Tier 1, second is promoting consumer and provider awareness and encouraging adoption. Third is increasing interoperability and data liquid and fourth is increasing interoperability and data liquidity. Comments have been made that each of these in the increasing the interoperability data use cases and to prioritize harmonization that enable PHRs has been to be interoperability and portable are also called out for us to consider.

And the promote and consumer provider awareness there has been the recommendation that we need to have research on effective messages and vehicles for consumer education, especially in the areas of access, security and privacy and the application of social security and social marketing models. Pilot public/private education campaigns about PHR benefits and about privacy rights. And the fourth in this area increasing interoperability and data liquidity, pointing out again legal and regulatory changes to remove barriers to interoperability. It seems we begin to spin back to this review of the legal and the regulatory burdens that could get in the way to implement a number of these and it seems indeed that may be an overarching area where we do want to focus attention, because if we focus attention in that area we will be finding solutions for many of these other areas that are being recommended on the left‑hand side of this area. So I'd like to stop at this point and ask those present in the room and those present by phone as you look at these top four items you can see what the ranking is here but are there any of these four items that you're saying Consumer Empowerment Working Group really needs to be focused on as one of our major priorities for 2007.

>>Rose Marie Robertson: 
Joining in late.
>> Lorraine Doo: 
One of the items -- and this is a bit of a soapbox, but in this category, the item related to standards and the development and the adoption of standards, because I think we're in that bucket, right? Am I on target on task with where we are? 

>> Nancy Davenport-Ennis: 

We're in the top tier and we were just reviewing the four items that were identified in the top tier here. And so if we are looking at standards, we could certainly be looking at standards as they relate to increasing interoperability and data liquidity and standards probably in each of these categories, Lorraine. 
>> Lorraine Doo: 
Because in the list I'm looking at, in that bucket, it talks about enabling EHR and PHR data exchange.
>> Nancy Davenport-Ennis: 

I think what you may be over on is a draft that on the top page, the first place. I see where you are, she's on standards. It's all right. You may want to go ahead and finish your comment. We know where you are.

>> Lorraine Doo: 
I think in order to have the liquidity and to be able to have the data, the interoperability, we can't do it without the standards. And that is the connection to the HCVE work and the work on the SGOs underway with the CCD to have the data exchange, and I think that's something that this committee could probably go a long way in supporting the efforts of those groups to have momentum, to have those standards further developed, since HL7 is working on the functional model and to have them tested so they can be considered for adoption. Because that will support this whole ability to be interoperable. 
>>Rose Marie Robertson: 
Lorraine, you're expressing a concern that that effort will not, unless we say something about it, have appropriate support going forward? 
>> Lorraine Doo: 
I think it will be helpful. One of the challenges is getting enough of a mix of people involved in standards development and testing, and that's for HIPAA. It's for any standard that you talk about. We're not alone for the PHRs and the EHRs. But I think this group has some opportunity to support the effort and that might help encourage additional arms and legs to participate in those efforts

>> Nancy Davenport-Ennis: 

Lorraine I like to be very concrete in looking at action items and next steps on this. So let me try to apply your comment to the four areas we've been discussing, and I easily stand for correction as soon as I make the statement. 
But I think I hear you saying that HCVE indeed is doing a lot of work around developing standards that would indeed apply to a number of the items we're discussing in the top tier of materials here. So perhaps step 1 is that we connect with HCVE and indeed make the Working Group aware of what HCVE has done with standards that would relate to each of these areas. That being done, then we could call for consensus with the Consumer Empowerment Workgroup to lend our support to their standards development and perhaps to even share ideas with them that we may have as they're moving forward in their body of work? 
>> Kelly Cronin: 
The only thing I would say is what we've gone through over the last couple of months in trying to identify some priorities and the presentation that was made at the last AHIC meeting on October 31 really did ensure that the issues around interoperability to the extent they be put forth for the standards process it can be built in the use case in 2007. They're being drafted and it will be shared with this Working Group for input. So that opportunity is still out there, and I think if we want to do a recommendation, it would really be more for reinforcement purposes because there will be contractual obligations for HCVE and to the extent that we have something relevant to certification with EHR PHR interoperability and perhaps baseline certification criteria for PHRs when we get there and the NHIN work. All those will be driven off of the use case that we'll be attempting to start to drive portability in the next level of interoperability.
>> Nancy Davenport-Ennis: 

As a conclusion for this piece of the discussion it would be good if the Consumer Empowerment Workgroup would get a formal recommendation forward to HCVE to continue their work in the standards development and that we'll find it beneficial in supporting the work that we're doing in defining our priorities and next steps that we have to take. 
>> Kelly Cronin: 
I think it's symbolic more than anything. It's not going to ‑‑ it's already happening. So we're not saying anything new or different. We're basically reinforcing a process that exists. So in some ways it's a recommendation that we don't have to make. It's really, you know, something that would be symbolic and supportive. 
>> Lorraine Doo: 
I just wanted to add something, though. Just as a point of clarification, HCVE actually doesn't develop the standards. They review standards that exist and make recommendations about those that should be adopted. 
Because the standards development organizations like HL7 or ASTM actually do the development work. So they're harmonizing, they're looking at everything that's out there. And then those committees make recommendations to put them forward. 
And the only thing, and I will stop, that I feel very strongly about, is we could support more participation in the development of the standards and a use case is terrific but that won't help get more bodies involved. And I do think this group at least has that. And that's all I'll say on that

>> Steve Shihadeh: 
This is Steve Shihadeh. I think the standards are the best thing and the worst thing in this business. And I think if we were to put our energy, our priority one, our focus for 2007 on standards, it would just get lost in all the other people working hard on standards. Even though the weighted score is only 25, I would support it if we want to pick one really to focus on increasing interoperability and data liquidity as something that we really can make an impact on. If you look at the overall, the first place votes it was reasonable although it doesn't stack up, didn't get a lot of third place votes I guess that was the key on being the highest weighted. But if I understood your question correctly,  there is one of these we can really take a stand on in 2007 and my vote would be for the fourth one increasing interoperability and data liquidity.

>> Nancy Davenport-Ennis: 

Thank you, Steve. Rob, I know you've got a comment here.

>> Rob Tennant: 
Couple of things. Obviously HCVE has spoken. They've already discussed the issue. I don't think we need to spend too much time on it, other than obviously identified the prior auth use case. When you look at these, one, three and four they're all being done by other folks. Number 4, especially, I just can't see us addressing State laws within the next year. Seems to me the only one that's not being done by anybody and one we might have a real impact in is #2, which is to identify an outreach program to consumers and to providers and others which will involve, #1, because part of the outreach is to be to convince the consumers their data is protected. We'll have to have the policies in place in order to go out there with the message.

But I can't think of a group currently out there that is dealing with this issue.

All the other ones are being dealt with.

>> 
If I could chime in. I know this is an area stemming from the project (inaudible) project the AHIC and National Health Council are working in have in two States: Massachusetts and northern California. I know the Blues in Massachusetts and in northern California are doing work on to get the message out. And I'm happy to feed in what we're learning from that project. It's not broad scale across the U.S., but I do think it's a critical area that needs continued work because what we know on the health plan even though many plans have PHRs uptake in usage is pretty low and we need to demonstrate the true value and I think part of this project is what are the messages and things consumers need to understand what the value is and to begin to use this. And I think you also need to focus equally on the provider side to get the providers to see some value and benefit to this because if the providers see the value the consumer may be more apt to use it and bring it to the provider.

>> Kelly Cronin: 
We did actually have a 2-hour meeting with the social marketing experts that testified to our Workgroup over the summer last week. Along with the National Health Council, the people who have been working on this for the last 5 years and a lot of the social marketing aspects. And we came up with a variety of sort of next steps. Given that a lot of the expertise on that issue was sitting around the table was about six people or so, really spent a lot of time on the issue, so it may be that that kind of group, ad hoc expert group could guide a lot of our sort of social marketing public/private social marketing efforts in this area, because they have been so engaged and have so much expertise they really could figure out across organizations the best action forward. And I think many of them feel that we're not really ready for some significant public private marketing campaign. But yet we need to more carefully understand what the real experience is, what the real consumer experience is that's delivering value and what we sort of finished on last week after talking about it for a couple of hours was the need to really document what's working for consumers and then share that story more broadly in a variety of venues. So it could be that we want to recommend that, you know, the group that has the most to say and the most able to address social marketing and outreach could sort of set the plan for government and for the private sector in this area based on what they're learning with AHIC, Blue Cross/Blue Shield pilot project based on a lot of other thinking.

But the other thing I wanted to follow up with Rob's comment is that I think with #1 and #4, we actually don't really have well defined exactly what we need to accomplish and what, for example, the specific regulatory barriers are. We started to identify we know there's some State laws that are problematic with delaying access to laboratory results for patients. We know that there are some issues with provider interpretation of HIPAA that could be delaying access to their personal health information. So I think that we have had enough conversations over recent months to start to sketch out what needs to be done to address, to increase interoperability and data liquidity from a regulatory or a barrier perspective. And it might be that a recommendation from this group would just be to highlight what the problem is and how it should be addressed.

But we don't necessarily have to be the ones doing that work particularly if it's a State‑based program or something introduced through outreach or some other mechanism.
>> Jodi Daniel: 
I have two comments on this one in particular. The first I just would caution the statement that there are regulatory changes to remove barriers, because it may be that there's some misunderstanding of like a HIPAA provision or something like that that's causing problems, like Kelly was suggesting it doesn't necessarily require a change. So I would just be cautious about making assumptions without first identifying the issues and studying the problems about what the solution should be. So I would just caution as far as the language usage that it's more of an identifying legal regulatory issues or whatever it is but not necessarily jumping to the conclusion that it requires a change in law, because it may or may not.

The other point I wanted to make, because it does refer to the State alliance for e‑health here. There's one of the three task forces for the State alliance free health will be focused on these issues and particularly issues that we've been discussing with the NGA who will be forming these tasks forces our issues of liability and licensing and State CLEA laws. So this is very much lined up with one of the three task forces the State alliance will be doing.

And we had got ten comments from the AHIC, for example on medical licensure with respect to secure messaging, that's how that got put on the table. What I would recommend here, if the Workgroup wants to focus on this issue and put those as a top priority, is to identify what the issues are with respect to PHRs. If there's a separate, if there's a licensing issue specific to PHRs that's unique from secure messaging that should be considered in tandem, if there's some, you know, either research or background that might be helpful for how these, what the issues are, how these issues interact with the work of this Workgroup, I think that could be helpful, because as the State alliance is trying to take on those issues, we could tease that up.

So this one I think that they're actually, as far as the whole, I think these are a lot of State law issues and there's actually a logical coup where I think the Workgroup could be helpful in making recommendation to the AHIC in trying to identify more specifically the what. And you know so that the “who” can kind of -- so the State alliance can try to address those issues, because they are State issues by and large looking at the examples here.

>> 
I think actually as a follow‑up, since we've already talked about this a couple times as a workgroup, it would be helpful for us to offline make a -- summarize some of the points we've already discussed in our previous meeting and start to flesh out the “what,” and then later on in December, we can as a group try to translate into a recommendation.

>> Rob Tennant: 
To add to that I think the State alliance is good and maybe go to the AMA and maybe through them as a conduit to the State medical societies, because if you're talking about State law in terms of licensure and liability those are the folks that probably know better than anybody.

>> Kelly Cronin: 
The State alliance, the NGA is looking at who the other organizations are that they need to work with. And there’s also the Federation of State medical board. And they've been talking with them. I mean they have been reaching out to other organizations that they need to work with on particular issues. They haven't so much drilled down on particular issues but that's one of the things we asked them to do when they're setting it up to try to work with other appropriate organizations. That being said,  if we can identify folks who are already working on some of these issues so we can bring it to their attention or if there's some specific folks that might be good folks to be to testify at their meetings or whatever, I think it would be helpful there as well.

But I would caution having two different efforts going on to try to address the same issue, because it would be helpful if we could try to bring those folks together rather than saying, “Let's talk with this group; let's have this group work over here and this over here,” because I think we can be more effective if we can suggest them working together.
>> Rob Tennant: 
One other approach is to do it kind of backwards is to identify the questions first, for example, go through one, two, three, four, and say we have five questions we'd like answered, and then we go back to different folks. We go to the folks at AHIC; we go to Cleveland Clinic and find out how they have addressed it, because they're already doing it. They must have at least discussed it, rather than us trying to figure out what's going on, find out what's already been done out there and that might solve a lot of problems. 

>> 
With respect to what? 

>> Rob Tennant: 
For example, how does Cleveland Clinic deal with the issue of State laws as they deal with providers and patients in multiple States? They have a large legal team; I'm sure they've gone through it. So rather than us try to figure all that out, go to folks like Pepsi and find out what they do. Go to Brown and Tolman; find out how they addressed all these issues. Maybe we won't get all the answers, but I suspect we will. 
Like we develop a questionnaire, go back out to those folks. 

>> Nancy Davenport-Ennis: 

Which we earlier decided that some of these groups of stakeholders we need to go back to and engage them in questions. Your proposal is more sweeping in that we look at each of these areas that we're discussing and go back to them and pose the question how are you handling it who helped you get it done what processes did you initiate in order to handle it and how did you implement this, how did you get it to work and based on their successes and/or the lessons learned we can use that information to come back to this Working Group and make better recommendations of how we can address each of these areas. And also have a lot of stakeholders already invested in the group that's the proposal before the group. We've also had others in the group, Steve thank you for saying that you felt like we needed to put our focus on Item #1. We've had others that say no we need to focus on #2. So as a way of trying to find consensus with this group, is there an item that we all feel from the first set of discussions that we can embrace as an area we can give a lot of attention for. I want to agree for the group that it's been cited that #1, 3, and 4 are being addressed by other entities now. I'd like to say that I do feel that that does not mean the opportunity is not available for the Consumer Empowerment Working Group to share ideas with those other entities that are doing that work and to get input from them that questions that we'd like to have answered. So the floor is open for discussion of what would we like to focus our attention on from Tier 1, or do we want to go through Tier 2 and 3 before we make that recommendation?

>> Davette Murray: 
This is Davette Murray. I thought this was a good discussion while other groups are discussing other areas as you just said. I was looking at the mandate of our Working Group, which was to make recommendations on areas that need some change or change needs to be facilitated, and I'm wondering if regardless of other groups are working on those areas, if we indeed still would make recommendations on stuff that even other groups are working on just to say this is so important there must be emphasis placed on those areas? 
>> Rose Marie Robertson: 
I would just want to second that and maybe Kelly can clarify for us the kinds of, the kinds of actions. So there are things we should be focusing on and doing but then there are recommendations that we would make to AHIC to say these are critical from a consumer empowerment point of view and they need to be done, and we could put those at the top of the list to be worked on, even though other groups and we perhaps together or sometimes other groups would work on them. So if that's, if Lorraine is correct, then I think we think the list a little differently. We'd say, for example, things like, you know, consumer privacy and security and increasing interoperability and data liquidity, both, there are kind of two actions under that, those would be both very important even though we may not as a workgroup be working on them. Do I have that right or Kelly is that? 
>> Kelly Cronin: 
I think so. I think that we can in the form of a letter of recommendation or report to the Secretary emphasize what we feel to be really critical to drive widespread adoption of PHRs and reinforce that inoperability and data liquidity is really how to get there. 
I think since we're going to be involved and have an opportunity to shape the use case that will take us to the next level with data liquidity and interoperability that's inevitably going to happen in the next 6 weeks. So to have a proposal in January after the process is more or less complete doesn't make a lot of sense in terms of timing. But if we want to reinforce because it's a public setting because there's a lot of high level people there we can certainly do that. It's not an actionable recommendation that's timely because the work is going to be done by January 23 at least for the next round of use cases, but to address the barriers to getting data portable or accessible to consumers, those are real tangible opportunities that a variety of organizations can take on for us to better define as Jodi said what the what is, what are the specific barriers that a variety of organizations could be addressing, either from a regulatory perspective or through business practices. I think it would be helpful for us to do the what, how, who and when for those specific barriers and that that could be something more discrete for us to advance data liquidity

>> Paul Tang: 
This is Paul Tang, just joined.

>> Nancy Davenport-Ennis: 

Going back to your recommendation, Kelly's recommendation is that our Workgroup can look at issue of barriers and answer these four questions about that. That would be helpful information that we could advance to the Secretary. Rose Marie, your recommendation before the group was likewise that we can still communicate with the other external contractors and entities that have been assigned responsibilities in some of these same areas to say today we have convened a call with our entire Working Group. We've been in the process of ranking these particular items and we want to make you aware that within the Consumer Empowerment Working Group rerank as a Tier 1 issue protecting consumer privacy and security and encouraging adoption and make them aware of the comments that came forward in our own survey. 
That is a way of communicating openly to others that have been charged with doing work in this area, letting them know what the sense of the Working Group on Consumer Empowerment is and at the same time turning our attention to concrete action steps of how do we help the Secretary do the job of identifying what are the barriers to each of these four areas and the four questions. 
So with permission of the group, I would like to ask: Would this group agree that it would be helpful and prudent and within our scope to have a letter drafted to the contractors and entities, even the National Governors Association, that have been charged with doing some of this very work? That we are looking at today to let them know that this group is the (inaudible) having them understand what our positions are on the issues and that we're very interested in helping them in any way we can with privacy and security issues that they may be working on in their States or that a contractor may be working on? 
And then #2, we can turn our attention to the barriers issue. 
>> Kelly Cronin: 
I think just as a matter of process, since it's a Federal advisory committee; we're formally a subcommittee that needs to report through the full committee which is AHIC. So any communications or recommendations we have to go to the Secretary or the Chair first then they get advanced. We won't have any communications with contractors. ONC is really supposed to be overseeing and we're really informed by everything that AHIC is doing. 
So I think for sure we could try to make sure that any priorities coming out of this Workgroup are clearly passed through back to the contractors. And many of the things we have built in allow for that kind of communication. But in terms of trying to get specific actual recommendations crafted for January 23 we should probably focus in on what is the role of this Workgroup in advancing a lot of these issues. 
>>Rose Marie Robertson: 
I didn't mean to work directly, I meant making a statement when we communicate with the overall group to say we think these are critical, we're glad that you have other people doing them and we just want to emphasize that we thought about them and if there were any move to take them off the table, we would think that would be a bad idea. 
>> Kelly Cronin: 
Gotcha. 

>> Nancy Davenport-Ennis: 

I concur with you, Rose Marie. Outstanding. I do know that Paul Tang has now joined us, and Paul is with us this afternoon, so that he can share and review information with us from Kaiser work that he's been doing. 
What I'd like to do is come back to your recommendation Kelly around the discussion of barriers, and before this 12:30 break, let's give Paul Tang time to review the materials that he's on the call to do. Paul, we welcome you to the call and look forward to your information.

>> Paul Tang: 
Thanks, Nancy. Sorry I'm not there in person. I'm over at the NCVHS meeting. Just one tag on to what looked like was being discussed as far as the privacy section. One possibility to consider as input to the committee is a secondary use sort of position paper that Amy authored and Kelly you're probably familiar with it. That also -- in fact, NCVH is hearing testimony on that this afternoon. But it's very germane to PHRs and the reuse of information from those.

Okay. The meeting that Kelly asked me to report on is one that was cosponsored by AHRQ, American medical to mat tick and Kaiser and information policy and Robert Wood Johnson. The meeting was held September 28 and 29, talking primarily about the role and barriers and framework for integrated PHRs, that is, those PHRs that tie to an electronic health record system.

And the premise was that there's a transformative potential when you do have that connection. It was defined, and this is all from discussions from that meeting, as when you have this integrated PHR, it transforms the care process more than just reporting information. That it allows interactive communication between the patient and the health care team.

That it allows the patient to share in accessing data that's maintained by the provider group and having tools to visualize that and promotes consumer activation.

One of the main discussion points at that meeting was about barriers, which sounds like you just talked about. And they're in four different themes. One is the changes that have to happen in the health, the culture of the health system itself.

For example, most of them right now rely on proprietary systems. It's not by choice, it's because these systems by their nature do not currently interoperate with each other.

Another limiting culture is the absence of reimbursement for either supporting the operation of PHRs or supporting the professional services delivered over PHRs.

Another kind of cultural barrier would be the, when a communication, let's say, is done out of band. In other words, it requires ‑‑ it increases the workload of the providers. So if you don't take care to integrate the communication and the management of the PHR derived transactions with the other things you're doing as part of a care organization, then you end up increasing the workload and that creates a barrier to its use.

Second theme is having a common framework. This has to do with an infrastructure that allows interoperability between PHRs and EHRs and various PHRs and various EHRs. So there's a gap in the technical standards, the lexicon and other things that we've talked about in interoperability.

The third theme is building trust. The lack of trust would be the barrier. So clearly the concern over privacy and security a big one which why I mentioned I had my first comment talked about secondary uses. There's lots of people these days who offer and operate PHRs. Some of them may have secondary uses of that information, which may or may not be explicit, generally it's not explicit. And that becomes a huge barrier from a trust point of view.

Control mechanisms in terms of who has control over both access and sharing of information are a barrier to eliciting trust in these systems.

And the fourth barrier is really essentially the lack of a business model. So who does pay for the operation of the PHR or the operation for the professional services that can occur over a PHR particularly when it's integrated?
Do we understand, well, is there a big demand out there for it? We talk a lot about the supply side, but what's the demand side and what is the perceived value of these systems which would help us understand what's the perceived price they would pay in terms of underwriting some of the costs? And are the incentives aligned either by the providers side or payer's side or the patient's side. So those are four themes of barriers. And actually, I can send you the final report, which has just been released, like, last week, and I'll send that over for the Workgroup.

Primary findings -- one is a definition of integrated PHR, and this I've actually transferred over to our process in this Workgroup because many of the points in terms of defining what the vision of a PHR would be, I introduced into our matrix of sort of the future vision.

So that clues it being comprehensive, accurate, privacy protected, and multi-source. In other words, it comes from all the sources of data about an individual's health another concept it provides understanding and knowledgeable and advice about the person's health status and health. It provides personalized experience that's sick care and wellness to an individual. Facilitates the asynchronous communication with the health care team as well as other caregivers for that individual. 
It allows an individual to add their own personal health information, not just that which may be in a provider's record. And it's longitudinal. So it's comprehensive from birth to death. Has a unique way of identifying all the information that's tied to one individual. 

Another attribute that came out was the ability to allow the patient to choose to opt into being contacted about let's say possible research projects or clinical trials that may be relevant to that individual. 
Another finding was that the group's opinion that the transform active potential is realized through the functionality, the things that you can do with the data, not just a repository of an individual's health data. 
So some of the recommendation in terms of steps towards realizing the full potential of integrated PHRs, they're fairly numerous. There are 14. One talk about the standards and mechanisms to ensure that PHRs are can integrate fully with EHRs. So as you recall sort of the main premise of this meeting is the there's a rich amount of functionality and benefit that accrue when all, when patients have the full spectrum of functionality tied into all their information no matter where it lies and the tools that allow an individual to act on that information. 
So one of the recommendations this group made was to encourage groups like AHIC and NCVH and CCHIT to have EHR vendors explicitly address the needs of PHRs such as having them interoperate, and that in fact another recommendation is to have CCHIT certify that PHRs can interoperate with EHRs by 2012, as well as they meet certain security and confidentiality standards. 

Part of that is technical and part of that is by policy. 
Other kinds of recommendations was that another recommendation was that there be a compendium or clearinghouse of either standards of practices or best practices having to do with, let's say, authentication of individuals, of turnaround time for electronic communication. What are the retention policies for electronic information? What are the informed consent policies? Those kinds of things. 

There are things already being done, because there's a number of organizations that use these things, but does everyone start over? If everybody starts over, then we have less chance of standardizing this and making -- developing best practices. 
There was some, a recommendation that, for example, Markle or RWJ conduct indepth studies as far as what do consumers think who are already using a PHR. What's the value to them? And can we compare those who get, use an integrate PHR with those who use a stand‑alone PHR. There's recommendation to AMIA through its GotEHR? program look at analyzing the effectiveness of PHRs through its system review business cases and clinical use cases that they look at encouraging EHR vendors to support having PHR functionality by 2008 and having standards for their interoperability by 2012, that we encourage RHIOS to include PHR development as part of their development and efforts. 

There was a recommendation that Markle's PHR group look at liability issues because that's one of the barriers I didn't mention earlier. 
Recommendation that NCVHS develop a critical research agenda for integrated PHRs, what are the desired functionalities, how do you look at special populations, what's the value to payers, providers, regulators, patient advocacy groups, et cetera. And more probably that there's a research agenda to address the needs of special populations which could include the elderly. 

Rural minority, urban poor, physically handicapped non-English-speaking citizens how do we make sure we don't create, we don't let a digital divide widen with the prevalence of PHRs. And how do we use PHRs as part of quality improvement measures or performance for pay‑for‑performance kind of initiatives? And this goes on quite a bit. And there's a thought that we need to do human factors assessment in looking at PHRs generally. 
That touched on a number of sort of the barriers, the findings and recommendations that came out of the group. As you can tell it was a rather healthy and lengthy discussion. I'll be happy to try to answer any questions there. Obviously a lot of this either overlaps or dovetails with the work going on in this Workgroup. 

>> Nancy Davenport-Ennis: 

That's very interesting information that strikes me at sort of a 30,000‑foot level, is that there are recommendations that are sort of really down in the details and are rather technical and there are recommendations about areas like trust which are obviously much higher, kind of at a much higher level and addressed in different sorts of ways. I think this is very valuable actually that the group identified things that the trust issue made me think of David shore's work at Harvard where how organizations and entities build trust is analyzed and dissected and good advice is given. It makes you think that, it's very helpful to have a broad range of barriers identified and indeed it does seem to me that they dovetail substantially, particularly good to see them bringing forth the issue about the digital divide and the groups that we very much want to benefit from this. 

Rose Marie, one of the comments as Paul was giving the outstanding comments of the summary of the meeting this meeting was, Paul, obviously comprehensive. You had a wide array of stakeholders that participated in developing the meeting and the materials that were going to be used for it. And that perhaps it could be very useful to the Consumer Empowerment Workgroup were to actually pull from this report areas of information that are very parallel to what we are doing today. For instance, the whole barrier discussion. I would suspect that those of us in the consumer empowerment group would view many of the barriers as synonymous to those barriers that we would record this afternoon in our discussions and perhaps we would take the acceptance meeting when we had a number of entities that came in and did report to us on very similar areas that are parallel and intersect perfectly going on with this report. So with those tools we could develop one strong letter that could identify barriers that are happening that would be in the way of all the initiatives that we're working on and also be able to clarify a bit of some of the other points that have been made from the research study that you have. 
Whether it's about best practices, consumers, what do consumers think? I think the Intuit Quicken for Health Report submitted on November the 6th clearly gave us some indication on what consumers are thinking how they want to use PHRs particularly as it relates to cost and how they can control their own cost. And their goal in using the PHR may indeed be to avoid unanticipated expenses and medical surprises financially that can be devastating for their family. So perhaps this group could take your report, Paul, and use it to build an excellent letter to the Secretary that would identify barriers and from that meeting and also marry with some of the reports that we've heard from some of the groups. 
I'd like to hear feedback from this group and in room and on the conference call if we feel that might be a prudent next step and a positive thing that we could do in communicating with the Secretary some of our thoughts. 
>> Kelly Cronin: I think it's going to be helpful when everyone has a final report to dig into everything. But I think there might be opportunities for us to give legs to some of these recommendations to the extent that the Workgroup feels like they're hitting on the same concerns that we have and that there's real opportunities to take care of some of these barriers and also perhaps build the evidence base when it comes to understanding the value that PHRs offer to consumers and also understanding some of the human factors part of the equation. And encouraging RHIOs to offer PHRs. I think there might be some definitive mechanisms or actions we could think about that would enable the implementation of those recommendations.

So maybe we could take it to the next level of specificity in the cases where we feel that they're important and they're sort of ripe to move them forward. 

>> Paul Tang: 
I agree with you, Kelly. And I agree with you Nancy that the enumeration of the barriers is a very useful thing we could extract out of the report and maybe pick and choose from these 14 recommendations, like the EHR PHR interoperability by some date and the RHIO incorporation of PHR, because those are concrete things that I think are overlooked right now. They certainly don't have the attention of either RHIOs or CCHIT. 
>> Kelly Cronin: 
I think there's also sort of a reality check we can do in terms of thinking what internal resources exist for the Federal Government or what do we know that's already happening in the market that we can leverage off of. Or with Markle's work and RWJ’s work and everyone that's contributing to this agenda how can we all collectively address these issues. I think as you already did in your recommendations, but maybe we would just be taking it to the next level in some instances

>> 
One thing I was going to add I thought it was useful and be useful to see in writing when the report comes out I thought I heard it was coming out soon.

>> Paul Tang: 
It already is. I'll read this to you. Kelly do you have a copy? 
>> Kelly Cronin: I do. I should have thought to distribute it. But I didn't know if it was final the last one I got. 

>> 
One thing I heard just as you talk about RHIOs offering this, I think I heard come out of this and I know you know we've heard too is what's really important for consumers to be in control and to be able to choose who they're comfortable with. So I don't know how that plays into the RHIO. We'll have to have more discussion. But clearly I think the consumer needs to be the one that is in control and chooses who they're most comfortable with as the PHR provider rather than one model or another, integrate them obviously, when we get to that point of interoperability. Don't see the RHIOs as being sole provider. 

>> Kelly Cronin: 
Actually, David, if you're still on the phone you may want to talk about some of the work that you're involved in thinking about the NHIN and intermediaries that would act on behalf of consumers, because I think that's really, it's innovative important work that we might be able to learn from. 

>> David Lansky: 
I know Paul is familiar with it. The issue is, how do you ensure that consumers have a choice of both products that they wish to use and services that sponsor those products or provide access to them and create connectivity both to their providers EHR and to any other information resource that's somehow on the network, whether it's a pharmacy database or an independent wellness center or whatever it might be? So I think taking the natural relationship between a user or a patient and their provider but thinking much more broadly about the range of providers they interact with, how do we create what we're calling networked personal health records interoperating across a variety of parties. At this point, we have a paper coming out that will describe an approach to that that will be hopefully debated essentially there are entities we're calling consumer access services which could be a provider organization, could be an Internet company, could be quicken. Could be Google, whoever it is. That chooses to offer the service to consumers and agrees to follow certain rules of the kind we've been discussing today to provide trust and confidence to those consumers and maybe more importantly the other holders of health data that they're comfortable sharing the health data with these entities that's the idea in a nutshell. I'm sure we'll have other opportunities to get into the details of it. 

>> Paul Tang: 
With respect to whoever made the comments about the control of the information, I would point out there are reports germane to that topic one is the one that David alluded to that he said is coming out this week. It's a very nice paper on the whole topic. Second is NCHVS put out a report as to privacy as it relates to NHIN and HIPAA doesn't apply over NHIN and that letter was put out in June. And of course that would be on the HHS Web site for NCVHS. And the third one I mentioned Amy was a paper on secondary data use all these relate to privacy and personal data and I'm not sure it's up on the radar for the AHIC Privacy Workgroup because there's so much on that pallet. 
So as we look at the points that were made, I think all of them are very cogent. I think we will move forward with having the report circulated to everyone so that we can read it. Perhaps we can then advance to Michelle and to Judy those primary points from the report that seem of great importance to each of us and the Consumer Empowerment Working Group and then you can make us aware of basically what the consensus of the group is around those recommendations and then we can look toward writing that little that would basically be based on this report, highlighting recommendations to move forward to the next step and highlighting barriers. 
What we would like to do is maybe break for lunch at this time, come back around 1:25, since we're about ten minutes late getting started, we'll start again at 1:25. And at that point we'll begin the discussion with barriers and also try to conclude the discussion this afternoon with a clear focus of what is our mission for 2007 and what are those major areas of importance to us that we want to address. Thank you all for being on the call. We'll talk to you again at 1:25. Thank you. (Lunch break.)

>> Nancy Davenport-Ennis: 

We're back for the 12th meeting of the Consumer Empowerment Workgroup. We do welcome everyone and I would like to say at this point in the afternoon that we have about an hour and a half to do the work, but we would like to get done this afternoon and fundamentally we feel there are four remaining discussion areas. We're going to introduce Kelly and Kelly will be the glue that ties together several of the ideas advanced earlier this morning. Number 2, we want to move immediately into a follow‑on discussion to the barriers that Paul reviewed with us from the report that he was citing and get this group to cite to us other barriers that we need to pay attention to. We're actually going to, and I think we did at the break, distribute via e‑mail the description of current intermediate and desired end states for the Consumer Empowerment Workgroup. And in this document several barriers were cited so we may be able to include some of those. 
After the barriers discussion, we want to move into discussing what our priorities are going to be and to get back to that discussion point we will be going to the recommended actions section that is highlighted for you in gray on the copies that you have and fundamentally I think this morning we have agreed that the four items that are identified in the areas are correct. Now what we need to do is come to consensus around what are the major pieces beside each of those we want to forward to the Secretary for consideration. 
So we will watch the time a bit more than we did this morning to make certain we can get through those four points and Kelly we thank you for giving your summary wrap‑up of this morning and action steps from that. 
>> Kelly Cronin: 
Thanks. I think since there were some questions in the room here at least on sort of what the unique role of the Workgroup would be or our unique recommendations given everything that's going on in this space perhaps it would be good to recap on that starting off. And I think that since our broad charge is really sort of all encompassing when it comes to personal health records and our recommendation should be addressing interoperability, affordability, patient‑centric focus in terms of making sure PHRs meet the needs of consumers, and making sure that these records are longitudinal from birth to death. 
I think we recognize there's a lot going on in the public and private sector in this space across many different organizations, many of which who have a lot of expertise in different pieces of what we need to do. And I think that in many ways we can look at ourselves as the glue to all these different activities and recognizing what's already happening and trying to piece it all together when we advance recommendation there's some kind of cohesive set of actions that are going to address in the short term for us in terms of January 23, some actions that we think will make a difference in the near term in realizing our broad charge. That we can specify over the next 6 weeks. But then as we move forward we'll have more time to deliberate on the issues perhaps related to secondary use and consumer authorization of how data gets shared and a lot of the issues that we touched on that might require a little bit more deliberation and thought and being informed by outside work as well. 
So I guess the general point that would be helpful for us to keep in mind is that we're not obviously the only group in this space but we do have access to important decision makers and we can influence how resources are allocated and we can influence the direction of many of the organizations that will have a direct impact on the market, the infrastructure and policy development. So let's keep that in mind that we can be sort of the conductor or the directors in thinking through who should be doing what collectively to realize our broad charge. 
And I think this morning from what I heard, I'm sorry I joined a little bit late, there was a little bit of not confusion but I think there's a clear desire for this Workgroup to talk about the top-tier recommended actions and make sure that we're clearly communicating what needs to happen in a way that we get the right message through to the Health IT Standards Panel, the certification commission, the NHIN consortia and other important parties that could act on things like data liquidity and interoperability. I think we just need to recognize that some processes are already in place because of contractual obligations and because of how ONC is working with contractors that right now really have been establishing sustainable processes that will be far beyond any kind of Federal contracting, but for the time being they are being directed by Federal funds. 
So with that in mind, when it comes to the use case development and trying to direct actions for standards harmonization and certification and the prototype the use cases that's being drafted for next year will be our best opportunity as a workgroup to weigh in on what happens in the next, say, 6 to 12 months. I expect in our next meeting we'll have a draft to look at. In terms of the process, I think we should look at the opportunity there as a, we'll have a chance to give substantive comments on how that use case will address what we think is really important. But that it may be less important to or less directly applicable to actually put that in a letter to the Secretary because we expect that use case to be finalized by the end of January. 
So I think it also is helpful within each of our categories of recommended actions for us to think through what we can act on now, what can we think about, the what, the how the who and the when. If we know enough at this point to specify all that. And if we don't then we're going to make sure that in our work plan over the next many months that we're going to address it in a more thorough way so we can come up with something concrete like David referred to as before. If AHIC can have a recommendation on best practice or operating rules or some type of policy framework, perhaps, related to consumer authorization or policies on secondary use, that would be a real contribution. But perhaps that is going to take several months in coordination across maybe three workgroups. 
So I think as we go through the rest of the day, it maybe helpful for us to think what can we specify at this point based on all our deliberations over the last 6 months versus what do we need to be discussing further and really taking into account the work of Markle and the work of Kaiser and many other groups that have been thinking and acting in this space. 

>> Nancy Davenport-Ennis: 

Thank you, Kelly. Based on that discussion I'd like to go back to the discussion we had immediately before lunch Paul as part of your review of the report, you cited a number of barriers that were contained in that report I'd like to review with the group what those barriers are as a way of introducing now what our own discussion are additional barriers and do we concur that the four things that Paul identified from the report this morning capture areas that we can concur with. Number 1 were the barriers that had to happen in the culture of the health care, currently there's an absence of reimbursement for PHRs or personal services using them communication can increase the workload of the physician. There's another thing that represents a barrier and that is there needs to be a common framework, an interoperable system and the minute you think of interoperable systems then you think of the universal system for authentication so that you know who is using the interoperable system and how they've authenticated themselves to get into the records. The third common theme as a barrier was lack of trust. The issue of privacy and the issue of the secondary use of data still a major concern and constitutes a barrier and also control mechanisms that the consumers are desirous of knowing who is going to control that. And the fourth area was the lack of a business model who pays for the PHR and what's the perceived value of the PHR. We went on later to also cite while it was not broken out in the report as a particular barrier, the report cited later that the issue of liability also may be one that is not has not been addressed to a level where there's a broad utilization or adoption by the provider community if the particular tools of PHRs. 
As Consumer Empowerment Workgroup it's focused on what do consumers need and what are they interested in having in‑patients moving forward. And based on what we said October the 24th, 2006, when we created the description of our current intermediate and desired end state for consumer empowerment, what is really important to us, we stated that the end state we want to achieve is a personal health record system that's a tool that facilitates the creation of a personalized experience promoting health and wellness and supporting health care of an individual. 
In the report we cited that tool will do four things. Number 1, it would have an easy to use format that has a comprehensive longitudinal accurate privacy protected multi-source record. It would be timely and reliable and contextually sensitive. It would have tools to communicate with authorized stakeholders and the individual's health and it would have decision support tools through which an individual can understand the risk and benefits of various pathways of action. 
There's a great deal of additional information that was added to that vision and that vision is the long‑term. If we looked at the mid-state vision that we as the Consumer Empowerment Working Group said was important to us, we said consumer awareness and engagement has increased through the demonstration of the value of PHRs. We want to see that established between 2009 and 2012. There would be multiple business models that have emerged in many products on the market. There would be industry standards that exist for core functionality of PHRs. There would be policy standards that exist to provide confidence and appropriate handling of personal health information by all PHR offerors with robust privacy protection for patient data. And we're saying we want to see that happen between 2009 and 2012. We also talked about the certification criteria that is currently in process, and we know that today we do have 18 programs that have been certified. In this same report, we cited just a very limited number of barriers and if I could get you to turn to where we have enablers and barriers, I think we're on page 6 of 8. We stated at the current time enablers are available business models from special subpopulations, early adopters, leaders with Federal employees, growing public and political demand legislative and Federal action. And as we went through that we got to the second page on page 7, where we identified barriers that we think we're currently dealing with lack of public education from trusted sources and I would like to recall for this Working Group that when we had testimony 2 months ago, in terms of what are the trusted sources for the public for PHRs, again let's remember they're a number, but the first two in the list were physicians and hospitals that were reported out before the entire AHIC group. The lack of comprehensive incentives for PHR support, adoption and utilization or for on line care are barriers that we identified as part of our vision statement that exists today. Lack of incentives for information sharing by PHR sponsors. 
There's lack of support for special subpopulations, especially low income uninsured. 
There's low availability of pre-populated data, lack of timely low cost access by patients to their own protected health information. There's minimal interoperability or portability. They're concerns about privacy protection. There's a lack of PHR integration with the current provider work flow. There's low health or IT literacy. There's a lack of trust by the consumer and some sponsors and data stewards in part due to security breaches and inadequate privacy policies. And there's divergence of needs from adoption rates. Premature adoption of standards and particular technologies and provider fears of liability that increase. All of these we identified as current barriers that we have to deal with through the Consumer Empowerment Working Group. 
If you look also on page 7 and 8 on the end state for 2014 to 2020, you show just two barriers as of this moment in time; we're showing 12 barriers. So in our vision statement we've clearly been able to identify what a number of the barriers are and now what we need to do is begin the discussion this afternoon of how do we address those barriers and what are some of the next steps we want to take. But for reporting purposes, I think first what we'd like to do is see if those of you on the call and present here in the room with us do concur that those four universal themes that Paul cited from the report we can concur capture universally areas of concern and barriers that we represent. And I'd like to call for consensus on that point. 
If you feel that those four theme areas do capture it for us, could I hear that affirmative with an “aye”? And if not, then I would ask, what would we need to do to amend so that indeed we could have agreement that those are universal areas that are barriers but we need to add additional to them? David, are you on? 

>> David Lansky: 
But I didn't have the four areas in front of me. 

>> Nancy Davenport-Ennis: 

I'll quickly review the four areas. Paul, if you're still on, jump in here. 
First are -- were changes that have to happen in the health culture, one of the barriers. Within that the absence of reimbursement of PHRs or professional services, to be involved with them. There's the issue of communication, more communication might be required between the provider and the patient that could increase the workload, and again there's no reimbursement. Second theme area is that currently there's not a common framework for interoperability and that that issue has got to be addressed in order for PHRs to move forward. 
The third theme is a lack of trust by the consumers. They're concerned about privacy and the secondary use of data and also control mechanisms. Who will control their data in a PHR, is it going to be tethered, is it going to be independent, is it going to be integrated. And #4, the fourth barrier is that there's a lack of a business model at this time for any form of payment for PHRs. And those were the four universal areas that were captured within the report that we heard earlier. And I think in these four universal areas, if we go back to many of the barriers that we identified on pages 6, 7,and 8 of our vision statement, many of these universal barriers capture some of the individual barriers that we had in that vision statement. Does that help a bit for everyone on the phone and in this room too? 

>> 
I do think we probably could group, maybe even fairly quickly, looking at page 7, and I think it's sort of a matter of wording, right? So the first barrier there, lack of public education from trusted sources that partly come under lack of trust. You know, it's sort of a lumper-versus-splitter mentality, I suppose. Many of the issues that we listed in detail we could group and maybe then the question is do we think that this grouping is a useful way to present those barriers. 
Looking through it, #4, you know, the low availability of pre-populated data, that one and the lack of low cost access that mixes in some of the other. It's partly business model, the cost that the health culture hasn't dealt with the cost of this and that there's not, and it fits under #2 of interoperability as well. So we could lump them under there and use that as a way to group them. And I guess I'd agree that grouping them is probably useful in terms of our thinking. It would take a little wordsmithing, but seems to me it could be done. 

>> Nancy Davenport-Ennis: 

Thank you. I think our thought was if we could use a framework of an already‑published report in the universal areas and then maybe doing what you were suggesting here where we take the barriers identified in our report and integrate those into a larger, then we're reporting out what the four global areas of barriers are and we're lending further support by identifying what the concrete areas the Workgroup identified in those sections are that have to be addressed. 
With that piece of discussion are there other comments to add? Rob.

>> Rob Tennant: 
Reimbursement was mentioned for both one and four, which it may be the case. I don't like the idea of a lack of a business model suggesting that if we came up with one business model. I think we can probably collapse those two categories and just call it consensus. Because it's incentives for patients and incentives for providers and I don't think business model is really the direction I would want to go. I would want to go in the sense of how can we educate consumers to want to have the PHR, how do we interest sent vice providers to spend the extra few minutes with the patient to take the data and provide it to the patient. 

>> Nancy Davenport-Ennis: 

If I can re-wordsmith your words, I would say what you're recommending whereas the report that Paul reported out has the lack of a business model cited, it would be our recommendation, perhaps, that we would cite our fourth universal area would be need for incentives to increase utilization by both the patient community, the consumer community as well as the physician community; is that correct? 

>> Rob Tennant: 
Frankly, I think with any incentive you're going to change the culture, and with any incentive you're going to change or produce a business model. I don't think you need to break it out as much and changes in culture such a broad term. If a physician is paid extra money to do something, they're going to do it. Simple as that. If they see the value of the PHR, they're going to have them. 

>> Nancy Davenport-Ennis: 

You're saying also with changes in health culture where we had bullet #1, absence of reimbursement of PHRs or professional services, that we would also envision that as coming into an incentive area? And I think that Paul I think Paul did a very good job earlier giving us four universal categories that may be we could agree that we would be using those as our major outlines with language under each that would qualify, for instance, in lack of a business model, Consumer Empowerment Working Group would be adding. We feel this can best be addressed through an incentive program. 
Could that work or change it all together? 

>> Justine Handelman: 
I don't know if we want to say this would be best addressed in an incentive program. 

>> Nancy Davenport-Ennis: 

Could be addressed.

>> Justine Handelman: 
And we have to look at provider value and consumer value and how that ties in and the work flow issues and incentives may be an important thing. I think it's new in the game. I don't want to put it as the end all means of how you get there. We have to be careful how we word that.

>> Rose Marie Robertson: 
So by appropriately incentivizing the system, sounds like we have in mind exactly who should put that in place and there might be multiple ways to incentivize, one could be money or other things and it might be appropriate to leave it. We do want to get into the “whos” and “hows” and “whys” of these things, but it might not ‑‑ it's certainly very likely it wouldn't be a single incentive program. 
>> Kelly Cronin: 
I'd also like to remind everybody I think it was back in September we presented that paper on the Federal ways to incentivize adoption, and I think that many of those concepts were more specific and we could leverage that in figuring out what combination of incentives on the Federal end might begin to build the Federal case or enable adoption

>> Nancy Davenport-Ennis: 

Let me go back to the question earlier in the discussion, Kelly, and ask the group. As a group, would we prefer to advance the issue of barriers in global categories with more discrete detail included within each? Or would we prefer to give just a longer list of very detailed barriers individually? So if we can start with that, perhaps which will be helpful. So what's the sense of the group? Global barriers with the detail added, or just individual detail barriers? 

>> Robert Tennant: 
Are we going to have categories, barriers and our recommended solution? 

>> Nancy Davenport-Ennis: 

Absolutely.

>> Robert Tennant: 
Doesn't seem to make a difference really. We can have it broken down into four broad categories. 

>> Nancy Davenport-Ennis: 

We have a recommendation on the floor that it would be fine if we have the broad categories as long as we're going to after we identify those barriers let's get to some solutions. How many on the call can agree with that approach? 

>> 
I do. 

>> Nancy Davenport-Ennis: 

Thank you so much. Others? 

>> 
I agree with that.

>> Nancy Davenport-Ennis: 

Thank you so much, Rob. 

>> Davette Murray: 
I agree. 

>> Lorraine Doo: 
I think that's fine. 
>> Nancy Davenport-Ennis: 

Any others on the call that did not cast a vote? So we know that the barriers the four global categories that we're going to use are those that we have reviewed. We know that we are going to then take the barriers identified on pages 7 and 8 of our vision document dated October the 24th, 2006, we're going to read through those and try to integrate them into the appropriate four categories, and Kelly I think we would like to ask staff if you can do that and then send it out for review. And we're certainly going to include Rob's recommendation that we look at that lack of a business model and really focus there on the fact that we need incentives. And Kelly perhaps integrate in that area the report that was already reported out about what the Federal Government is doing to incentivize as a model. 

>> Kelly Cronin: 
That's great. I think it's important for us to put some options into a draft on more about the “how,” the “what,” the “how,” and the “who” and by when based upon everything we've talked about in recent months. So if we can at least in our draft highlight some options with that detail, then I think it will inform more robust discussion in our meeting. 

>> Nancy Davenport-Ennis: 

Kelly and I thank everyone on the call let's see if we can use this approach to get you to some of those answers. We have a very nice detailed listing of what the barriers are on pages 7 and 8. And if we turn to those pages and we ask the Consumer Empowerment Workgroup this afternoon, okay, what do we need to do to address that, how, what mechanisms are needed to address that concern, who are the key stakeholder groups that could help to address that concern, and what are the Federal and State authorities or the private sector people that would be involved with addressing it. Maybe we can get to some of those details, Rob, which we can put over in that right hand column besides the barriers. So the floor is open for the lack of education from trusted sources. Ideas of how we can address that and who the people would be to do it and what is the deadline for doing that?

>> Rose Marie Robertson: 
Seems to me certainly some of that, you know, should and could be done by groups the voluntary health organizations who in whom the public has a substantial amount of trust can do part of that. If I would think that the, you know, if there were some generally agreed upon messages so that, you know, commercial groups, many groups will want to do that. And if we share messages, then people will be hearing the same things from various groups and it may have more impact.

>> Nancy Davenport-Ennis: 

If we go back to those trusted sources that were reported out to us I think it was the Harvard study that was reported out in 2 or 3 months ago to the fact that hospitals and physicians are very trusted sources for information around PHRs, if we could get those hospitals and clinics such as Cleveland Clinic and others in the United States that have been using these programs with their patients for a number of years to be part of that educational process, almost as national spokespersons speaking to consumers that might be a process that could be helpful.

>> Rob Tennant: 
I think for a lot of these barriers, and certainly #2 is, there's got to be some subcategories. So, for example, consumers, there's going to be probably multiple ways to get at those folks. For example, the reality is that the vast majority of PHR users are going to be Medicare patients. So it may be something coming from HHS to explain what the thinking is. Then you've got consumer groups, whether it be American Cancer Society or AARP, those folks, and then much like they've done with Medicare, part D, you have explanations coming to the consumer from health plans from physicians. If they get it from multiple sources it will reinforce the message. The next category is providers and vendors.

So I think we've got ‑‑ and each one is going to take a separate campaign but we just can't say there are one‑size‑fits‑all in this.

>> Nancy Davenport-Ennis: 

Is there a role for the National Governors Association newly formed health IT in order to be a part of this educational process so we could include them?

>> Ross Martin: 
For the record it's three hours into the meeting I'm making my first comment. So I don't know about the National Governors Association. It certainly sounds reasonable. I think one of our biggest barriers for public education on the area of PHRs is that we don't have enough of a story to tell yet.

And my comments when we did the ranking of this particular notion around public awareness was that I think we need to be preparing for it but more importantly we have to get our story, our compelling story fully articulated first, meaning we have to have enough data to show what the values are and why and when patients should invest their time and energy in doing this.

So I wonder if there's a way we can articulate that notion. If other people agree with that or if there's a way for us to be preparing the way for a much larger public information campaign through lots of different channels but part of that preparation being getting something that's worth really sharing.

>> Nancy Davenport-Ennis: 

And we are in the process of getting demonstration projects for PHR utilization in special pediatric populations so we can see what the utilization is and what kind of story we're going to have to tell from that. So maybe we can cite the results of those demos will be part of what helps us to overcome these barriers. 
>> Kelly Cronin: 
Yes, I do think that we certainly have opportunities through the breakthroughs to get us establishing and documenting, measuring the value to consumers. But there are probably also opportunities to look at the AHIC Blue Cross/Blue Shield situation pilots and other programs that are in the field Paul Tang's PHR system and others. We don't want to necessarily just look at one kind of architecture or solution. So if we're concerned about making sure the value is clearly understood, measured and understood and then communicated, I think we have opportunities that go beyond the break through that we could articulate. 
And really, one of the near-term opportunities I'm not saying AHRQ is on, but AHRQ is going to be funding work in this area. So we should be mindful of the collective opportunities and near-term funding as well.
>> Rose Marie Robertson: 
We've heard some striking stories our veteran talking to us about the healthy (inaudible) had remarkable story just at a personal level. So there are those anecdotal stories that are sometimes, the data about broad numbers of people is good. There's something about those individual stories that's very compelling as well 

>> Kelly Cronin: 
Absolutely.

>> 
I totally agree with the anecdote the power of anecdotal stories. I have no doubt about that. It's the question of when we informed the public, we want to inform them to act you about if there's no place for them to go to act yet or there's not a clear path of what to do, that's what part of the challenge is.

>> 
And, Rob, in this list of 12 barriers, we're going to get to that one and we will address that when we get to that. Rob. 

>> Rob Tennant: 
Two points and I agree 100 percent that the personal story was very effective. What was also effective hearing from the corporations that had implemented this and I think were ready to report some significant savings. I think we need to be thinking about an outreach program to lawyers but also here's my political suggestion. Before we do outreach to consumers, we do outreach to folks that report to consumers. For example, you go back to the March 25 edition of consumer report. Folks have had a chance to read it. The headline on this read by millions was the new danger to your health information and it was all about EHRs. All it takes is one or two articles like that and all interest is gone, especially with a new Congress can easily result in a (inaudible) or five. 
So my recommendation is that we go out to the folks that could potentially be critics of what we're trying to do and get the buy in ahead of time so they're not blindsided by this and make sure that they're on board with our thinking and our approaches and utilizing them to get the message out to the consumers. 

>> Nancy Davenport-Ennis: 

Thank you Rob. We've made a note of that comment. In terms of the when we might want to see this barrier tackled, do we feel this is one that we need as Consumer Empowerment Working Group to begin addressing in 2007?

>> David Lansky: 
Following up on my earlier comments, I think we should be working on the precursors to a broader information dissemination, call to action campaign that wouldn't happen in 2007 but we need to be preparing for that in future years when we have more of a story, more of an actionable story to tell.

>> Nancy Davenport-Ennis: 

So Ross it may be we're doing planning in 2007 and implementation in 2008.

>> Kelly Cronin: 
And actually as a part of that, I didn't ‑‑ and in fact I think this group that we heard testimony from really the social marketing folks in town have been spending time on this specific issue, including the National Health Council and other voluntary health organizations, most likely CMS possibly CDC and ARC. And everyone will have something to offer in planning and mobilizing a campaign could be meeting together to actually develop that plan, who is going to develop the stories. Who is going to be able to be able to figure out exactly how we're going to learn from the AHIC Blue Cross/Blue Shield and National Health Council collaboration and their grassroots efforts. How do we develop or incorporate a public action model when the market is ready when we actually have real pools that do deliver value and a variety of options that consumers have to choose from. With some evidence to suggest that they really work and they'll really make a difference.

So I think that we don't necessarily have to be the ones to develop that plan but we could ask an outside group of experts to get together develop that plan and deploy it in such a way that it leverages everyone's core competencies.

>> Nancy Davenport-Ennis: 

I agree, Kelly. I'd like to know if the group at large agrees with that recommendation.

>> David Lansky: 
I have a dissent at this point, I think. I don't feel ‑‑ we've talked about it quite a bit ‑‑ that it's necessary for us to conduct public education at the application level. That the application offers, as we heard from Stefanie a couple weeks ago, will be very capable of advocating features and functions that they think will contract a user base. And that we are, our role might be at a higher order, which is really around the value proposition of HIT in general if any provider were reluctant to adopt, the messages needs to be balanced with another set of messages that makes sense. But I hope we'll be very careful in understanding the boundary between what the marketplaces will do, I think Kelly used the phrase “when the market is ready.” I think when the market is ready, then I'm confident large-scale organizations like Microsoft or Intuit or others will figure out ways to promote the benefits of the technology. If the market is not ready, then I think our charge is to understand what the barrier is to market readiness. And I don't think that's about PHRs per se. So I my dissent in this entire category, I think we need ‑‑ I'd say it for almost all the barriers on the list a much more fine grained analysis of the context in which we would like to intervene and we might be able to do for the purposes of this immediate next exercise.

>> Nancy Davenport-Ennis: 

Thank you, David, for those observations. I would like to go back to that draft of the summary of the ranking results that we started with this morning and just call out for the group's consideration that as #1, we ranked encouraging adoption under protecting consumer privacy and security and then encouraging adoption. We also ranked promote and enhance consumer provider awareness and encouraging adoption in that area. And if we look at some of the narrative that is a part of that not only on page 1 of that document but on following pages besides each of the categories we continue to cite the need for some engagement in regards to what the outreach needs to look like.

David, I think your poll is well made. I think we have 12 of those individual barriers cited and we don't have enough time for a robust discussion. But I'd like to call your attention to the fifth barrier that identifies here which is minimal interoperability or portability, which does marry up fairly well with increasing interoperability that we have identified in our ranking as a very important issue to us and would like to ask the group as a hole, if we look at our summer of ranking results, Tier 1, third item, increasing interoperability and data liquidity. 2007 use cases will prioritize standards harmonization and infrastructure development than enable PHRs to become interoperable and portable among systems. We go back to the barriers that we cite on page 7 of our vision document and we see that as a barrier we've got minimal interoperability or portability. But as the Working Group, what recommendations would this group make in terms of getting some solutions around how to improve the minimal interoperability or portability issues so we have more interoperability and more portability? And again, we're still answering those same “how,” the “who,” the “when,” and the “what.” 
>> Lorraine Doo: 
Nancy, it's tough. I think we're all a little stumped, and obviously very supportive of this. I think one of the things Kelly has mentioned a couple of times is the National Health Council and AHIC and Blue Cross/Blue Shield pilots and then there's the one that CMS would be involved in next year. And all of those things are going to be tremendously informative. But of course we won't have data for frankly a good year. I mean, if we're really going to be able to understand how it works and I know that the plan to plan interoperability, implementation guide from AHIC, I think they're recommending that it be implemented by 2008,  so the end of 2008. And so maybe part of what we have to think about as to what we recommend as reducing the barriers is to allow these studies to happen so that we can understand what worked and what didn't work.

>> Nancy Davenport-Ennis: 

To your point, maybe what we do at this point is to reaffirm and cite that these are in progress, are in process, and that the Consumer Empowerment Working Group will view those studies thoughtfully and with great interest to look at other endorsements ultimately of what those proposals are or if there are any amendments that Consumer Empowerment Working Group would have to any of those ideas we would proffer those after those reports had been forthcoming.

>> Lorraine Doo: 
Yes; otherwise, to me -- it seems to me we're adding on projects without knowing the results of what we're doing.

>> Nancy Davenport-Ennis: 

I don't think anybody on this call wants to do that. I think we all want to leverage what is already in play and I think you recall recommendation around this is a very sound one. And we've noted that. Any other comments about minimal interoperability or portability?  But I think we had a comprehensive way to handle that one.

>> Ross Martin: 
Regarding portability. I don't know how else to address it other than through a certification of personal health records that defines the notion of a patient being able to export their data and import it into another personal health record that they're choosing.

I see there are standards related to that are fairly analogous to the exchange of personal health record information except this is about putting the entire PHR rather than receiving information that add up, turn into a personal health record. It seems to me that it's sort of a case in policy issue that I would like us to recommend that happen, something that would have to have happen through a CCHIT. It wouldn't happen this next year. But to me it's a fundamental solution to that issue? 

>> Nancy Davenport-Ennis: 

Then again perhaps part of our recommendation is that we look at what has happened and what the CCHIT standards to see if indeed they will address this issue of portability. 
>> Kelly Cronin: 
I think over the last 4 months we've touched on certification in many different public meetings, and I think we've also heard from every vendor who has testified that they would be supportive with a minimal approach. In other words, a minimal set of criteria that address security and inter operability.

I don't think we've had consensus and testimony that supports functionality at this point in time. So we've had other documents that have summarized that testimony and we've talked about it several times. So I'm glad Ross brought it back up. I think it's time now to get sort of the general consensus, are people comfortable moving forward. And given that in our vision we articulated this but we highlighted globally how certification of health IT and making sure that public private processes that have been established for standards and prioritization across all these efforts is really going to pull this all together in the long run. So it’s a not just baseline courtesy health record that’s going to happen it has to fit together with network services in 2008 and 2009. It needs to fit with electronic health records certification so EHR could be compatible with PHRs, and they could share data through providers certified down the road. So I think it's part of a larger concept but we also have a discrete recommendation that would give an action in the short term. 

>> Nancy Davenport-Ennis: 

Thank you for summarizing that, as a group I think we have two firm ideas to follow up.

>> Rob Tennant: 
Maybe the recommendation should be to look at the contract that AHRQ has to see if it needs to be expanded or augmented. I know they expanded it to add specialty-specific EHRs. They've got a lot on their plate. They're looking at hospital‑based EHRs especially. I think we need to get her on the radar screen as soon as possible. It is. Because they had it as part of the business model, the conceptual model for a while. But I think we have an opportunity to inform and direct their work. So it's really up to us to specify in our recommendation what we think needs to happen.

>> Nancy Davenport-Ennis: 

I think the value of having the Consumer Empowerment Workgroup comment around the work that they're doing here that it yet again confirms how important what they're doing is and how will it  serve the consumers at the end of the day. So we have dealt with Barrier #1. We've dealt with Barrier #5. 

>> 
How do you propose to respond to the certification issue? 

>> Nancy Davenport-Ennis: 

I think the recommendation was that we needed to look at the contract with HHS and CCHIT to see if indeed that contract needs to be expanded or fully addressed in the certification. I think Kelly said it was. 
>> Kelly Cronin: 
The action item at this point is for us to specify what needs to happen. We don't need to review contract language. We can inform what that how the contract will be executed. So we're asking now what we think needs to happen. David, the floor is open, Rob, everyone the floor is open for that discussion. 

>> 
I was discussing and Kelly's point is well taken, I think we should be extremely cautious in what we say is appropriate for certification around PHRs for the foreseeable future. I don't know when we'll know. Certainly CCHIT was focused on functions and functional requirements, which we've all agreed I think we're not ready to do for PHR. And the most of the data issues between PHR and each are on the EHR because we have no standards for PHR. That's an FDO status not an HCVE issue. Seems like a long way off before we would have much to say around certification. And as far as the sort of technical interest operability, I think it's a different set of issues. So I would, I think if we want to suggest that CCHIT look at certification, we should be extremely precise in what we recommend they consider. 

>> Kelly Cronin: 
I think what we've discussed at least in three other meetings at this point has been limited to just a baseline or a minimum set of interoperability and security requirements that would probably be informed by the Health IT Standards Panel and the work coming out of HL7 with respect to EHR and PHR, a functional model. That's not to say that we're talking about functions. I think functions are off the table at this point. It's really defining how a minimum set of interoperability and security requirements can be considered. 

The other concept that's been talked about in I think the last two workgroup meetings is interoperability policies and to what extent could we be thinking about at the policy level could there be certification that would be evaluating some of the policies that also go along with these software tools.

>> 
I'm indicating my great reservation about those paths. I think it's too slippery a slope. And it's too ill defined. The EHR/PHR portability is fine. Many aren't. I don't think we want to create an environment where we discourage no tethered products to be available to people because they didn't have the good housekeeping seal. And I want us to be judicious on how we proceed.

>> Kelly Cronin: 
What would be your argument against a baseline security agreement? 

>> 
It would be fine if you could define a context that makes sense. An un-tethered or hybrid might have different requirements. 
>> Kelly Cronin: 
The criteria would have to be sensitive to various types of architecture.

>> Rose Marie Robertson: 
I think that makes sense. To be entirely silent on the topic would not likely lead to the best okay from a consumer's point of view from a consumer protection point of view but clearly we don't want to do things that will interfere with the development of good and appropriate products. I do think we need to be able to feel that there is some guiding hand and perhaps by doing what Kelly said defining that it needs to be sensitive to those issues and we can find appropriate middle ground
>> Ross Martin: 
If I can try a little more clarity on this from what I was suggesting. If there's a point where there's minimal functionality for specifications that are put upon a PHR for certification which doesn't restrict the market necessarily and provides some assurance for products that are certified that they do certain things it is certain selection for entities providing reimbursement for those particular tools or not. But for those where there's interoperability and data structures that have been defined that a patient should have a right to get to export those data and move them somewhere else. And by saying that it's a principle of we think patients have a right to move from one tool to another and then allow the floor of what those data specifications are rise over time. The portability question doesn't change at all. It's just more and more data becomes standardized to the point and well formed enough so that those can be exported in their fully semantically interoperable state rather than just not having the right, not paying your support for this PHR is no longer available and you can't get your data or we went out of business and you can't get your data. They have a right to get their data and move it somewhere else they can't be held hostage for that PHR tool. It's a principle we can say that without defining exactly what's portable other than if it's specified, standardized then it should be portable.

>> 
I was going to add on this whole thing if you go to CCHIT you need the standards for what they're going to be certified for. And we clearly don't have all the standards in place and, even on interoperability, what those are to make this work, security, the standards that are necessary. And even if we look at the PHR, HCVE has only come out with something that's limited. So I think that's really where the effort needs to be to get to the certification.

>> 
This has been an ongoing conversation trying to coordinate between the Health IT Standards Panel and the certification commission because ideally one comes before the other. So we are in a good position just starting with PHRs and we have one round of use cases, the set of standards that have been named and implementation guidance has been drafted and refined. Next use case gets developed let's say in 9 months we have another set of standards for PHRs that are going to take us to that next level of sharing data broader than medication history and a registration summary, that that suite of standards could be the basis for a minimum set of criteria for interoperability.

And I think that we could recognize in the recommendation that we think the Health IT Standards Panel needs to be the precursor in making, informing the interoperability requirements. It's not just HL7 or AANSI. It's a harmonization process that will name the standards is that will then inform the interoperability criteria.

>> Rob Tennant: 
With all due respect I don't think they waited on the standards to move forward. They haven't certified that at all. So I don't think we need that ‑‑ I think that's probably further away than the functionality. They've identified the CCR because (inaudible) has identified what they see is the minimum functionality. I see no reason why we shouldn't go back to either them or HL7 or both and say much like what you did for ambulatory PHR, come up with a minimum set of functionality. And we'll take that as the floor. Because I think that's the first step, that and security. I don't think we're nearly close to interoperability.

>> 
From what I've heard in the last several workgroup meetings, there's no consensus on functionality. And I don't think the vendors would support that either. I think where people were willing to get on the same page is agreement on standard adoption. 

>> Rob Tennant: 
But much like what HL7 did, they balloted the standards and that's what was used by CCHIT as their starting point. We can do exactly the same thing with PHRs.
>> 
Right. I'm just saying I don't think anyone would support that from what we've heard over many months.

>> Nancy Davenport-Ennis: 

To summarize what we've been talking to as it relates to Item #5 in our barriers list and the vision on the consumer empowerment barrier that is stated as minimal interoperability or portability. Let me just try to conclude and bring closure to this discussion so that we can move on to very other important matters we discussed that perhaps we could have standards allowing records to be copied from an EHR to PHR to travel with consumers that perhaps we can look at the CCHIT standards and see what their recommendations are and make discrete recommendations to them in our concern in this area concerning portability. And to discuss at length there perhaps could be value in defining how minimum sets of interoperable standards could be defined based on the various architectures that exist in the marketplace and that within these we may or may not be able to make minimal functionalities specifications from PHRs. We may find that we cannot do that that there can't be strong support for that but we nevertheless need to as part of overcoming this barrier, let people know that we think that standards could be established around the interoperability features. We could do that as it relates to the different types of architecture. And what I'd like to do with the group is to see if we can come to consensus that the two points we can make from the Consumer Empowerment Working Group around Item #5 that really comports directly to our primary areas that we had discussed before lunch that we can all agree on this afternoon. So we've had two recommendations, comments we can make of how to overcome that barrier. Do we have agreement from the group of those two recommendations?

>> 
I think so.

>> Nancy Davenport-Ennis: 

Good. Thank you so much. How about this room? Do we have agreement in this room? Do we think so? The agreement would be that we would have standards allowing records to be copied from EHRs and PHRs to travel with consumers. We would look at the CCHIT standards and the second item that we agree is that we can define how minimum set of interoperable standards can be developed for requirements based on the various architectures of the PHRs.

>> Lorraine Doo: 
Can we add the caveat, though, that there's still work to do on understanding the time frame for that?

>> Nancy Davenport-Ennis: 

We can. If there's recommendation around the time frame, that's one of the questions that we need to be answering now. So Lorraine, what would your idea be in the area of time frame?

>> Lorraine Doo: 
Well, personally, I think there needs to be some pretty significant discussion with the organizations that are involved in the standards, the discussions on interoperability and portability. And I think because we know that they're midway in a lot of the development that kind of thing could take 6 to 8 months.

>> Nancy Davenport-Ennis: 

What we need to do perhaps for our time line is identify that our time will be complementary and consistent with the ongoing work in these areas and it could be a period of 6 to 8 or 12 months for this time line to be addressed?
>> 
Personally, I think that's safe because I have the very same concerns that David was articulating earlier.

>> Nancy Davenport-Ennis: 

Okay. So is everyone in the Working Group in agreement that our time line needs to be complementary of and perhaps consistent with what's being reported out?

>> Kelly Cronin: 
I guess what I'd like to suggest is that the ONC actually comes back to the Workgroup with the time lines that are consistent with what's already been planned for the next year and we can figure out what might be accomplished through the Health IT Standards Panel over the next, say, 6 to 12 months and how that would feed into what CCHIT could then do. If we can inform that time line I think we have a better discussion around it at the next meeting.

>> Nancy Davenport-Ennis: 

Thank you we'll now move with everyone's concurrence to page 9, which is lack of trust by consumer and some sponsors in data stewards in part to security breaches and inadequate policies. That part of our work October 24, 2006, very definitely comports with a number of the items that we have been addressing in discussions before we left for lunch. So as we look at that barrier, I'd like for the Working Group to now try to make recommendations of how do we deal with this barrier.

And I think I would call our attention back to the highlighted recommended action sections on pages 1 through 4 or 1 through 3 of this report. We had recommendations made of several action items around consumer protection. One policy about secondary use of data and disclosure to the consumer require which we had discussion before lunch that might need to be modified. A consumer authorization of the EQ subdata. Development of guidelines for authorization of data released to third‑parties and for secondary uses.

Also, if we look down to protecting consumer privacy and security, under Tier 2, interoperable policy and access to data from service network providers should ensure protections follow the consumer as the data moves or is shared that might be a recommendation that we could make to help overcome the barriers. If we look at the next page around the third item, protecting consumer privacy and security, certification of privacy and security requirements would be one process. It could be used perhaps to overcome that objection. If we looked still on that same page at protecting consumer privacy on the bottom of this page, consumer user authentication standards and principles perhaps could be moved forward as one process that could be used to address the barrier that is identified here around consumer issues of trust and their security.

If we look on page 3, protecting consumer privacy and security, requiring PHR all vendors to offer security and privacy policies to consumers in plain language. (Inaudible) and FTC should communicate legal requirements to encourage compliance. That might be another regulation that could be considered of how we overcome this particular barrier.

So those are ideas for our consideration and I'm certain this group may also have others. But the floor is open now for us to identify what we can do to deal with the barrier identified in Item 9.

And I guess I can begin the discussion by asking were there any of those statements and comments that we reviewed that you would like to cite as possible solutions to the problem that is identified in Item 9? Do we have recommendations of how we would overcome the barrier of lack of trust by the consumer in part due to security breaches and inadequate privacy policies? And do we feel that any of the recommended actions that are included in our report of November the 22nd could help us in that process?

>> 
I think part of it gets back to consumer education. I think one thing we heard in our testimony by some of the employers and some of the employers that use health plans originally some of their consumers might not have felt comfortable with the information when they realized what they could get, how they could use it, how it could be beneficial, they changed their view on who provided this information or how they got it. So I think a lot of this ties back to some of the education and outreach of what is the PHR, what is the value to you, how can you use it, how can it be beneficial to your provider. I think some of the lack of trust we see that comes out in surveys is because people don't understand what it is and what benefits it is to them.
>> 
That could be one of the steps that could be taken to overcome that barrier?
>> 
I think one thing we communicated in the vision and it's also on our recommended actions list in the second tier is the concept of having interoperable policies and making sure that when a consumer does sign on to participate and have a PHR that, whatever policies they agree to when they sign up that they will protect their information no matter where it goes. So it follows, those protections follow the data. And I don't think we've actually talked very much about what that looks like or how that would be operationalized. But that seems to be an opportunity and maybe it also is somewhat related to the work that David was referring to and the paper that's coming out next week in terms of the consumer access service organizations that they might be acting on behalf of the consumer and setting those protections up front but I think we need to more fully flush out what are the interoperable policies that would protect the consumer to give them the trust they need.

>> Nancy Davenport-Ennis: 

Perhaps, David, when your report is completed, we can have the opportunity for everyone in the Consumer Empowerment Working Group to have that report to read and perhaps pull from it recommendations that could be used in dealing with this barrier of Item 9 that's presented here on page 7. And David, you may be well aware of comments that you're making in that paper that if you with issue to proffer those this afternoon, certainly we'll make note of them.

>> David Lansky: 
I think the paper offer is a structural response to that question not a specific set of actions and we're still trying conducting a workgroup to think through some of the specific actions that would enhance trust. So I don't think we're ready to offer any new solutions either.

>> Kim Nazi: 
Could I add just one thing. I'm just offering an observation that this is also related to clinical adoption in that in some of the testimony and some of the literature it describes the fact that the kind of information that people want to get from their providers that if the provider offered the tool to the patient it might be a different scenario than if it were offered by, you know, an independent organization.

>> Nancy Davenport-Ennis: 

Very good observation and harkens back to those studies that were pointed out to us earlier. Any other solutions or is there anyone that would like to prove to the group a time line of how we begin to address or when we begin to address this Barrier #9.

>> Lorraine Doo: 
I would propose that over the course of the next 12 months we, as part of the surveys that will be done for the pilots that will be underway, that we include the issues related to trust in our questions. Because I do think that this is susceptible to the concept of a tipping point that over time more and more people will be using it and the trust factor will grow. And we don't know when that will happen or what will yield that. But I do think that the studies underway will help inform us. I think that's the next 12 months.

>> Nancy Davenport-Ennis: 

Thank you. Any other comments around the time line? Are there any additional answers to who can help us with this, who are the key stakeholder groups?

>> Rose Marie Robertson: 
So not in terms of stakeholders but in terms of studying this I mentioned David Shore before because his group has really thought about trust in more than the kind of general motherhood and apple pie kind of concepts we often think about it in and in terms of analyzing information, you know once we have information from a project ongoing, it might be helpful to get his view on this. He consults to many, many different kinds of groups from industry to nonprofits to all sorts of folks and has an academic interest in this, he might be a useful person to have come speak to the group at some point.

>> Kelly Cronin: 
I'd like to suggest that we try to coordinate more closely with the work that David is doing and the Workgroup focused on the consumer access services and trying to figure out how intermediaries like PHR vendors will be probably important actors in the near term in ensuring privacy protections and establishing consumer trust. And David, after your paper comes out, perhaps we could readdress sort of how you plan to act and how this Workgroup might be able to just build on what you're already doing to address a lot of the issues related to trust.

>> David Lansky: 
Sure. I think we'll have a process for the next 9 months to work on those issues in more detail. So having some cross pollination, which I think we already have, but we can certainly make it more active is very helpful.

>> Nancy Davenport-Ennis: 

David, perhaps when we have that working group that we're going to be having on December the 12th, maybe there would be an opportunity for you to come in and visit.

>> David Lansky: 
Sure.

>> Nancy Davenport-Ennis: 

It could be very helpful. We've spent a bit of time this afternoon dealing with a number of the barriers. In the interests of time I'm going to ask we not go through 12. We have highlighted three that comport very directly to the four primary areas that we had talked about before lunch from our November 22 document. I'd like to turn the balance of time this afternoon back to the summary of ranking results for the AHIC recommendations. We have been charged today with meeting and trying to prioritize what are the primary areas in which we want to focus for 2007 as a Consumer Empowerment Working Group. And if we look at this document, what the staff did very well is take the primary areas and identify them on the left‑hand side and in the center section you'll see many recommended actions. And I'd like to just point out if we look at something like protecting consumer privacy and security, and encouraging adoption. I illustrated a couple of moments ago there's recommended actions around that topic both in Tier 1, there are recommended actions around that topic in Tier 2. There are recommended actions around that issue in Tier 3. And so our role now is to look in the gray section, besides these four areas, and first define, are the recommended actions highlighted for us the ones that this group feels is most important or did you look on other pages of this report and find recommended actions that you thought would be more appropriate that needed to be advanced to the front page. The second thing that we would like to have us do before the end of the day look at the left‑hand column entitled “Area” and determine if there are any concrete areas which were not represented in Tier 1 that you felt needed to be in Tier 1 or any that were not represented in Tier 2 that you felt needed to be in Tier 2. So we have both these opportunities. 
So let's look first at the recommended action section and let me ask the group also around the areas, do we feel that we have the correct four areas identified as primary areas of importance to the Consumer Empowerment Working Group? We have the consumer privacy and security encouraging adoption. We have promoting consumer and provider awareness. We have increasing interoperability and data liquidity. And that also is cited again. 
When we go to the other areas, in Tier 2, we have categories such as encouraging adoption, assessing business model, and assessing business models does not appear in Tier 1. It's in Tier 2. We don't know if anyone in the Consumer Empowerment Workgroup feels it needs to be advanced to Tier 1 or do we need to leave it where it is. 
Likewise, assessing business models is in Tier 3. Again, that may be completely appropriate place for it to be. 
So do we feel the four items identified in Tier 1 are correct as they stand, or do you feel that in just the area we need to bring forward any areas that were represented later in the report? 

>> David Lansky: 
I'm going to voice my concerns about the second -- ex, third -- of these already as being top priority. I would like to see two of the lower ones considered for a little more visibility. One is the encouraging adoption by all the Federal agencies if every Federal agency made a commitment next year to offer a PHR or, whatever flavor they wanted to the beneficiaries or participants in their program, or at least have a plan to do so in a couple of years, I think that would be the most visible action the government could take to create a market shaping activity. 
And maybe if it's too much to do that in a year, to say they should have a plan how to do that within two to three years, would be a strong recommendation. And then the second one I'd like to see is way down under single vote, requiring data custodians to release data in the standard formats with easy mechanism for release, someone I think one of our meetings or elsewhere said that basically every health Web site should have a download button that any consumer can go hit that button and get a download to some spreadsheet or something like that. I think any action we can to encourage the release of the physical data now in the custody of a health care entity would be an important statement to increase liquidity.

>> 
The second recommendation you made is on what page? 

>> David Lansky: 
Page 2.

>> 
It's the very first one? 

>> 
Yes.

>> 
On the floor, we have as our consideration would be Item 1 as we see it represented; and Item 2 as we see it represented; and Item 3, encouraging adoption by all Federal agencies of PHRs, would be a very visible action. Recommend that we try to do it in 1 year; if not, at least have the plan completed for doing it in 1 year, with a rollout in maybe 2008, and also an instance of leading by example. And the fourth priority being that of the physical release of stat by the data custodians as presented on page 2 first item under received a single vote.

I'd like to open up the floor and see if at this point we have consensus that those four primary areas captured the four primary areas of importance that we feel need to be addressed as a priority. If not how would we need to modify that list so we can get to consensus this afternoon around what is of most importance to us in our priorities.

>> 
It has to be this afternoon, right?

>> Nancy Davenport-Ennis: 

It does. Let me try doing this. How many of us on this call and in the room agree protecting consumer privacy and security and encouraging adoption is one of the primary areas we want to focus on?
>> 
Yes.

>> 
Sure.

>> 
Yes.

>> Nancy Davenport-Ennis: 

In this room we've got all yeses.

>> 
Number 2, promoting consumer and provider awareness encouraging adoption? How many of us would agree that that is a priority of the Consumer Empowerment Working Group moving forward into 2007? 

>> 
That's part of our charge, too.

>> Nancy Davenport-Ennis: 

Part of our charge and clearly in our vision.

>> 
Then the amendment was made by David that we consider as a third area of importance encouraging adoption by all Federal agencies as a third primary recommendation that we could make. We have a lot of heads bobbing “yes” in this room. How many feel it's a sound recommendation we could advance? 

>> 
Yes.

>> 
Yes.

>> 
I agree.

>> Nancy Davenport-Ennis: 

That could be a third and David further recommended if we looked at the first item under the -- received a single vote, page 2, Item 1, the recommendation to require data custodians to release data in electronics. Can we all agree that that is very much of importance and needs to be moved forward to page 1 and would become a fourth area of interest and focus. 

>> Lorraine Doo:

And essentially we're agreeing that while it may not be us that we'll support what over efforts are going on. This is Lorraine. 

>> Nancy Davenport-Ennis: 

That is correct. Lorraine, I recognize it. That's exactly what we are saying.

>> 
Could we go to that page 2 so we can see it?

>> Nancy Davenport-Ennis: 

It's on page 2. It received a single vote yes and it was another and it was submitted and it was to require data custodians to release data in the electronics standardized format with simple consumer mechanism to request the release. Policy guidelines to support data custodian release to consumers, which would really be the heart and soul of allowing a consumer to have a portable PHR. 

This is a step that would have to be in place to allow that to happen.

>> 
No, I think that's fine. I was just looking at the terms to make sure they were clear enough. 

>> Nancy Davenport-Ennis: 

Others on the call that agree with this one also if I could hear from everybody on the call. We've got bobbing heads in this room.

>> Linda: 
This is Linda with the same caveat in terms of time.

>> 
Again, we would need to cite the time line needs to be consistent with ongoing workers contractors vendors involved in the process. And the staff was articulate and is going to capture that on our behalf. 

I would also go back and ask if there are recommended actions from the gray fields on pages 1, 2, or 3, that those on the call and here in this room felt we needed to advance forward and include with the gray area recommendations that are already appearing. Besides Item #1 and Item #2 on page 1. 
What we have here is protecting consumer privacy and security. In the recommended actions, we need to look at policies about the secondary use of data and disclosure to the consumer. We need to require consumer authorization of each use of data from a PHR or EHR. And before lunch we had a discussion that we need to look at the work of two other organizations working on this matter and see where they are with it, but we need to make everyone aware. Development of guidelines for authorization of data release to third parties and for secondary uses of standardized authorization form. 

We had in our discussion this morning cited that we would want to look at what the States are doing through the National Governors Association. It would be an ideal opportunity for us to find out what they are doing in all of these areas and that we also want to look at the work of RTI and the contract that they have because necessity will be reporting out on their assessment of what States are doing in many of these areas. 
>> Kelly Cronin: 
I have a sense that we have a fair amount of work to do in this area figure out existing work, potential complementary efforts and the role of this Working Group to make sure as it relates to PHRs we are thoroughly thinking through the issues and articulating how it should fit into, how our goals and actions should fit into the large per framework of policies for secondary use. 

>> Nancy Davenport-Ennis: 

Kelly I concur, I think you've summarized it very well. What we're asking from the Consumer Empowerment Workgroup is that we put this down as one of our priorities citing what you've just commented on that that's what we are. In terms of promoting consumer and provider awareness and encouraging adoption in the highlighted area under Tier 1, we cited research on effective messages and vehicles for consumer education, especially in the areas of access, security, and privacy and the application of social marketing models. Highest public private education campaign about PHR and privacy rights under HIPAA. 

We have also cited that perhaps we need to, in advancing this, call out the Intuit Quicken for Healthcare studies that were just pointed out to us and include it in the material that we have here. 

It would be one of our priorities, with regard to time line, it's been earlier cited this afternoon that we really can't do this and can't implement an outreach to consumers until we have an interoperable system that they can go and apprise themselves of. 
So for time line purposes this has to conform to the interoperability standards and the certification standards that we have talked about earlier this afternoon. 
And the time keepers are citing the fact that we are now at 3:03 p.m. we have concurred this afternoon that we have four primary areas of importance. I. 

I would ask if you do continue your review after this call is over of recommended actions and you wish to advance those to Judy Sparrow and her staff here to Kelly or to Michelle that certainly those would be considered upon receipt for inclusion, and I would like to personally thank those who participated on a lengthy conference call your input and wise counsel on this discussion and on behalf of all the constituents that we all serve, thank you for your service to America in trying to make health care information technology a reality for the patients of this country.

So thank you so much for your time on the call today.

>> Matt McCoy: 
Before everybody hangs up we need to give the public at least one minute to try to call in and offer any comments if they have any. I want to make sure we allow a little time for that

>> Nancy Davenport-Ennis: 

Thank you, Matt, the floor is open. 

>> Matt McCoy: Thank you. We'll wait another 40 seconds to see if anybody gets in. It doesn't look like anybody is calling in today, but as always, we leave an e‑mail address up on the Webcast. So if people would like to submit comments that way they're welcome to do so. 

>> Nancy Davenport-Ennis: 

Thank you, Matt.
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